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|. Introduction

Verizon, Inc. (Verizon) will address your reqmrements through a professional services

engagement with highly qualified Verizon Security Consultants and Engineers using the

- full security intelfigence and research capabilities of Venzon Methodologies are included
for the following services,

«  Network Vuinerability Assessment
= System and Platform Security Testing

= Business Security Assessment

I Methodologles
Network Vulnerablllty Assessment Descrlptlon

The objective of the network vulnerablitty assessment is to identify security weaknesses
exposed to the Internet that could be exploited by motivated malicious individuals to gain
unauthorized access to your externat systems, which could then expose critical systems
to an attack:

Verizon will use a series of vulnerability scanning tools and a p_rbprietary methodology to
identify and validate Internet security vulnerabilities. Uniike traditional- Vulnerability

Scanning that produces large numbers of vulnerabilities in endless lists, Verizon's -

scanning provides an order-of-magnitude 1mprovement irn praontlzmg vulnerability
remediation. An integrated Topology Risk Analyzer computes network “line-of- -sight” risk
to prioritize vulnerabilities and report the “short fist” that pose the most risk to critical
systems. ' ' ' ' -

It should be noted that w.hiié'these automated techniques are useful and can yieid

important information, they give an incomplete picture of an organization's security

posture. The real test of company's security posture though is when highly motivated
and technically competent security consuitanis begin utilizing the reconnaissance
information gained by the automated tools to begin examining the target the organization.

No automated tool or standard procedures will test a system like being probed by a

human mind. This is where Verizon provides real value to our customers. -

Testing activities are ciosely'coor'dinated wit the customer during the testing proce'ss
Throughout the engagement, the Verizon team will share results with your organization's
authorized personnel to maximize information transfer. Where Verizon identifies critical or

high-risk vulnerabilities, your designated project point-of-contact will be notified. Moderate

and low risk vulnerabilities will be detailed in the final report of findings.
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Phase 1: Discovery

]

Verizon performs reconnaissance  to gather information including reglstratlon data,
operating system version and patch level, and service version and configuration.

Phase iI: Vulnerab'iﬁtv Identiﬁcatioh

Verizon uses a combination of commermal and open-source tools to help guide our
trained professmnals in identifying security vulnerabilities in tested systems '

Phase Il Verification

_: Vulnerabilities identified will be confirmed by our security staff within the confines or the
: rules of engagement. to minimize false positives to the greatest extent possﬂ)le without
performing aciual exploits..

Tests

Host Identification: Identify five hosts. -

DNS Queries: Query Name databases such ARIN to obtain domain names, 1P
addréss block assignments and registrar information,

Network Route Mapping: Map the network route to each system usmg trace route

and Visual Route.

Operating System Identification: fdenti’fy the bpérating system of each host
through analysis of responses to specially crafted TCP/IP packets.

Network Services Enumeration: Enumerate the services available on each
system through TCP and upp port scanning, using tools such as NMAP and -
SuperScan. _

Network Service Exploration: Build a detailed profile of each service through
automated and manual banner grabbing and serwce explorat:on without
exploiting any semce vilnerabilities.

- Vulnerability Identlﬁcatlon: Use commercial and open-sdurce vulnerability

scanners to identify known vulnerabilities on each system.

nslooku p

dig

amap _
Pingftraceroute
VisualRoute
Fscan

Firewalk
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. DumpACL

e DumpEwvt

+« DumpReg
e DumpSec

« Enum

s nCircle

s nessus

The following tobis may also be used by \Verizon as needed to perform web application E

vulnerability scanning.on web server systems included in the assessment. Due to the '

~ nature of application testmg, alternate toois may be used (mcluding those written by our

team) to meet a spemf I reqmrement

"o AppScan _
‘o~ WebSleuth”
« WebProxy

. HP Software (Formaliy SPI Dynamcs) Webinspect

-System and Platform Securzty Testmg

Verizon identifies potential exposures in the apphcatnon infrastructure through security

. -configuration analysis and vulnerability testing.  Systems in this .category. include
. operating systems, application servers, database servers, middleware servers, and -

network devices. The analysis is conducted within the context of the devices operatlonai
environment, vahdatsng the mtegrat:on of functlonal components and systems
Y : s

Verizon analyzes the security com“guratlon of each of the host operatmg systems.

‘ Verizon collects information using Verizon’s proprietary tools and commercially available

tools to gather information on both UNIX and Windows platforms. Verizon assesses the’
security configuration of servers and analyzes output for secunty vulnerab:httes

Verizon’s analysis will include the following arsas:

« User Authorization ) . Checksum Vali'dity Checks
« File Permissions S "« Auditing Configuration
e Trust Relationships »« Patch Currency

e Service Configuration

Verizon tools will include the following:
« GFlLanGuard

e UnixRecon
s - HFNetCheck
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Business Security Assessment (BSA) Description

To meet the security requirements of most organizations today, '_Vérizon respectully
commits to provide an independent, business-driven information security assessment,
equally focused on people, process, and technologies that are critical to the operational
structure of the environment. Verizon’s Business Security Assessment (BSA) idé_ntiﬁes
information security risks in your enterprise and measures your organizétion’s security

management practices against criteria established by the international security standard .

ISO 17799:2005 "Information Technology — Code of Practice for Information Security
Management". Gaps in an. organization's information securlty program are identified and
specific _recommendatlons are made for areas of improvement that will reduce risk for
your enterprise. Upon completion of the assessment, the resulting report provides an
overview of your compéhys logical and physical security controls for your information
technology infrastructure, and compares them to the "best practices” contained in !SO
17798: 2005 :

The assessment provides: a comprehensive analysis of each area affected by current

security issues and helps senior management determine how to allocate resources for

information security' risk- mitigation. Verizon will develop a report of recommendations -
~ focused on prowdmg guidance on how to best meet the best practices of the 1SO
standard which will have the greatest reduction in risk to the organization. This will result

i a pnont:zed set of aotlon items that can be used to develop a roadmap strategy for
your orgamzatlon : S :

Verizon has deve_foped its security' assessment methodology to offer a cos_t—effeoiive way

to measure an organization’s security program within the business context. It leverages

decades of experience of Verizon senior staff with assessing and developing effective
information security programs ‘This methodology prowdes the foilowmg benefits for your
organization: :

« Provides comprehensive coverage of securlty |ssues by tracking a set of
" standard security criteria.

« It emphasizes relevance of the results to the organlzation by using &n
organizational model.

» ltconsiders the organization against aporopriate' security best practices for
its industry. :

- ltminimizes assessment cost by enforcing a structured methodology.

 'BSA is a carefully crafted methodology designed to quickly get to the heart of your

business security issues. it does so with minimal disruption to the day-to-day essential
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.processes - that keeps operations running. The Verizon consultant will evaluate your
existing securifty processes and controls using the Verizon Business Security
Assessment™ methodology. Based on the ISO 17789:2005 standard, the methodology
uncovers not only technical deficiencies in the design or implementation of security
protections, but also the operating deficiencies associated with people and.processe_.s '
charged with security maintenance and management. Information will be collected
through interviews with managers and staff, review of documentation, and observation of

the environment. The methodoiogy covers tweive important functional areas:

- Assessing securiy tisks

AIsK Drroductory Clavas)
Tieating security risks -~ : :

lr_gl_gg_na[ Grganitahn.h
Exomal Parias -

far Assels

. Human Security

Tarrunalion af el mpioyment

Operalionai procedures and wesponsiblities
Third parly service delivery

d accaptance ;.

Protection sgainsl malicious and mogile tode 4
Back

Namark secunty managemenl
Madig handling

Exchange ofinfg:

" Electronlc commerte cervices -

[Aommnng !

fic

- Physical and emsranmenial setur ity
Enu\pmenl Securlw . .

of Security, . .
" Aecass Comrel ;

~ | Gommunisations am Oper tions Megroet. ©

Business Requiranent for Accass Contraf

. User access manag

H User respnnslb g
" Netwoiatcevs cantral

patating system access control

aﬂnn access contral

“_Tacnmcatviinarab

Business condinuily mastogerment lm‘mmah an. s
. Camplance 7 compliance

* SacurtyPolcy _ Information Sec

Reporling i iesum\! ovents andy
Managsmsfa_tﬂ________________ sa:untg lntldants aml tmplmmems

Compiian:a m!h lega\ feumremenfs

. Infozmalion s audit considerations

urily Puiicy

. 1) Risk Assessment and Treatment (SO 17799:2005 introductory clause)
- a} Develop methodology for Assessing and treating security risks.

2) Security Pollcy

a) - Provide management di rectlon and support for information security in
-accordance w:th business requirements and relevant regulations.

3 Organlzatlon of Information Security

a) Manage mformatlon security within the. orgamzat:on to mlttate and contro[ the
implementation of information security within the orgamzatmn
' b) Maintain the security of the organization’s mfcrmatlon and information processang
facilities that are accessed, processed, commun:cated to, or managed by

external parties.

4} - Asset Management

a) Achieve and maintain appropriate protecnon of orgamzatlona! assets
by Provides an appropriate level of protection for information.

5y Human Resources Security

Curity aspects of husiness confinully managament -

ity poligies and ssanuams and 1echnical camphiance.
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7)

a)

c}

Assess whether employees, contractors and third party users understand their
responsibilities, and are suitablé for the roles they are considere;i for, and to
reduce the risk of theft, fraud or misuse of facilities.

Assess whether employees, contractors and third party users are aware of

"information security threats and concerns, their responsibilities and liabilities, and

are equipped fo support organizational security’ policy in the course of their.
normal work, and to reduce the risk of human error.

Assess whether employees contractors and third party users exit an
organ;zat;on or change employment in an orderly manner.

Physical and environmental secunty

a)

b)

Prevent unauthorized physical dccess, damage, and tnterference to the
organization’s premises and information.

Prevent loss, damage, theft or compromnse of assets and mterruptuon to the
orgamzatson s activities.

Communications and Operations Management

a)
b)

g)
h)

iy

D

8

Assess the secure operation of information processing facilities.
Implement and maintain the appropriate level of information security and service
delivery in line with third party service delivery agreements

* Minimize the risk of systems failures.

Protect the integrity of software and informatior.
Maintain the integrity and avaiiabllity of information and anformatlon processmg
facilities. :

~Assess the protection of mformanon in networks and the protectlon of the

supporting infrastruciure.
Prevent unauthorized disclosure, mod:ﬁcatlon removal or destruction of assels,

“and interruption to business activities. '

Maintain the security of information and software exchanged within an '
arganization and with any external entity.
Assess the security of electronic commerce services, and thelr secure use.

'Detect unauthorized information processmg activities.

Access Control

a)
b)

c)

Control access to information.

Assess authorized user access and to prevent unauthorxzed access to
information systems.

Prevent unauthorized user access, and compromise or theft of mforma{ion and
information processing facilities.’

Prevent unauthorized access fo networked services.

Prevent unauthorized access to operating systems.

Prevent unauthorized access io information held in application systems.

Assess information security when using mobile computing and teleworking

facilities.
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9) Information systems acquisition, development and maintenance
a) Assess whether security is an integral part of information systems.
b) - Prevent errors, loss, unauthorized modification or misuse of informaticn in
applications. : '
¢) Protect the con‘r’ identiality, authentlmty or mtegraty of information by cryptographic
" means.
d) Evaluate the security of system files.
&) Maintain the security of application system software and information.
fy Reduce risks resulting from exploitation of published technical vulnerabilities.

10) Information Security Incident Management - .

a) - Assess whether information securzty events and weaknesses associated with
information systems are communicated in a manner afiowmg tlmeiy corrective
action to be taken.

b) Assess whether a consistent and effective approach is applied to the
management of information security incidents. ) '

11) Busmess contmunty management
a) - Counteract interruptions to business activities and to pro%ect critical busmess
processes from the effects of major failures of information systems or disasters
and to allow for their timely resumption.

12} Compllance
..a) Avoid breaches of any statutory regulatory or contractual obligations, and of any
_ security requirements. :
b) - Evaluate compliance of systems with organlzat:ona! secur;ty policies and
standards. h
c} Maximize the effect«veness of and to minimize interference to/from the
lnformatlon 'systems audit process.

The Ve_rizoh. consultant will assess the Sedurity gaps and develop a set. of
recommendations to act upon that will bring your company up to a "best practices” state

: ,;,,,_,for its operationatl infrastructure, protective boundaries, and external factors. By recording
" the recommendations in a "Recommendations Repository”, the Verizon consultant will be

ablé to assign and record relative factors for cost and risk. The prioritization indicators
are: Low, Medium, and High for cost, as well as Minimal, Moderate, Average, Significant,
and Critical for risk. ' '
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.. Deliverables

Verizoﬁ will deliver a detailed written report of findings encountered during the course of
‘the assessment. The report wilt include a description of each security-relevant finding,
the system(s), the relative saverity of each finding, and a suggested remediation strategy.

An Executive Summary will highlight the high-risk findings, and provide a summary of
your organization's general security posiure. This section foclses on providing an
- executive with prioritized recommendations that you can take to mitigate risks and
- threats, and improve the overall security posture. The report will go on to discuss the
findings in detail and prowde supporting evidence. The report vulnerabilities will be given
a severity rating using the following severity levels:

» High Risk: Weaknesses that could result in seriou_s system com'prc_;mise or loss of
~ data integrity. These weaknesses should be addressed'as soon as possible.

e Medium Risk: Weaknesses which are important to overall security controls, data
integrity, and reliability. These wéaknesses should be addressed secondary to
ngh Priority problems.

. Low Risk: Issues that wiil be raised as suggested improvements to enhance the
security or system effi crency but which are not necessarsly vital to the security of .
the network.

« Information: Issues which are informational only in nature and present
insignificant implication in terms of overall security risk. However, consideration
of these points is important in light of the impacts of the assessment.

t ’ . ) . . y : .

+ Resolved: In a follow-up review of previous findings, we will consider an issue

resolved when we find that adequate measures have been implemented to
address the risk.

" . Confidential/ Proprigtary Information - ‘ ' Pagedof 24
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. For each of the identified vulnerabilities classified as shown above, Verizon will provide
you with -remediation recommendations aimed at reducing or removing the risks
associated with findings, enumerated during the assessment. Verizon will prioritize these
recommendations based on the threat level and required “time to implement”. Short-term
recommendations will be steps that can be implemented quickly to improve an
organizations overall security posture. Recommendations for risks that are deemed less
severe, or that require more time to implement, will be documented as an integrated
mitigation strategy comprised of ionger-term goais. :

. Finally, at the conclusion of this project Verizon will meet with you to discuss the findings
. .contained in the documentation provided. Significant findings and recommendations
produced during the assessment will be formally presented and discussed with relevant
team members, either during a conference cali or a face-to-face meeting.

V. Engagement Manegement :

A. ~ Approach

The overall Verizon management and delivery approach consists of the following steps:
1. Plan
A kickoff meeting will be held with the foilowing' agenda:

s Introduction: -Introduction of Verizon engagement team -and identify cllent
- project coordinator. .

'« Requirements, goals, and scope: clear definition of the requ:rement for the

assessment, the goals of the assessment, and the scope

» Methods used: interviews, - observation, testing, walk- through documentation
- review, etc _

* Resources needed: documentation (e.g., prior work papers, policies, standards,
~ eic.), people {e.g., system manager, system administrator, etc.}, physical access,
LAN access, system access, training, etc.

« Schedule: person-hours spent on overall tasks

The goais of these activities include minimizin'g the impact to production roli-out
schedules, ensuring goals are understood, precisely defining the scope, and ensuring the
- availability of resources.

Verizon will designate an engagement manager who will act as the central point of
contact for your organization throughout the entire engagemen.t'. ‘The engagement
manager is responsible for ensuring that the project meets our high standards for quality,
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schedule and budget. The engagement manager is aiso responsible for managing the
‘change control process. Should your project requirements change during the course of

the engagement, the engagement manager will review project modifications for impact on
scope, budget and schedule, and document the agreed upon changes to make sure that

your ob;ectwes are met. Verizon will also work with your designated personnel to develop

a project plan that specifies resources, dates, times, and locations for the tasks described
below. Verizon will obtain a final approval of the project plan from your organization prior

©to proceeding with proj'ect activities.

l}gdates and Status Regort

"5 Verizon’s overall engagement manager will coordmate with-the pro;ect management

team to review t_est plans and schedules and the need for revisions, updates, or other
changes that may need {o be communicated on an ongoing basis. The Verizon team will

provide a weekly status report via e-mail to your. des:gnated project and technical

open tasks for the current week. The purpose of these reports is fo prowde weekly

= mfcrmetlon on the status of the prOJect along wnth any outstanding issues.

3. Analysis and Initial Fmdmgs Report

Verizon will analyze the data collected during the tasks and generate recommendations

" contacts. This brief report will fist the completed tasks from the previous week and the

to mitigate vulnerabilities discovered. The recommendations will be relevant and specifi c

" to each of the environments rewewed You will have the opportunity to prov:de feedback

for updates to the initial report.

4. [nternal Verizon Review

These activities provide queiity control for the piroject's deliverables. Verizon employs a

" technica! peer review process to review the aceuracy and completeness of the fi ndmgs

Management review evaluates findings for the proper business context. -

5. Final Reportfl)ehverabies Submission and Prolect Close-Out

These actlvxtles comp[ete the assessment process. Verszon will use feedback from your
designated personnel to finalize the report. Verizon will issue the final report to your
company ‘once the approved changes are made. The overall goals are to maximize

5 knowiedge transfer and for dehverabies to meet their stated goais

B. Project Team

Verizon will dedicate & highly gualified management team to oversee delivery of this

‘engagement. The management team wil coordinate the initiative s¢ it proceeds in a
. collaborative fashion, producing a streamlined and consistent methodology, and
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approach for anaiyzing current security risks and identifyihg opportunities: for business
improvements. ' '

V. Engageme’n't Scope
External Vulnerability Assessment _ _ _ R

« An External Vulnerabmty Assessment of up o Internet acceSStbie IP addresses -
controlled by the customer. Includes. pon: scanning of up to four {4) class C IP
‘address ranges to identify the ﬁﬁy (50) targets that will be included in the
vulnerabzhty assessment.

. Systems will be evaluated for comphance wath securaty pohcy and applicable .X
- confi guratlon guadelmes :

o All work wi!E be performed remotely from Verizon facilities.

' _InternalVulﬁerability-Assessment—-Thousand Oaks, CA -

‘« An Internal Vulnerability Assessment for a sample set of up to sixteen (16)
devices in the operational environment supporting the following four {4) EMS
~ services at a customer facility in Thousand Oaks, CA. included with each service
. isthe number of devices that will be included in the assessment: B
REDACTED _ . .

* Includes up io business déys of onsite work at a customer facility in Thousand
' Oaks, CA. Additional data anaiy5|s and report creatnon wm be performed
remotely from Verizon facilifies.

. Systeﬁs will be evaluated for compliance with security policy REDACTED, and
applicable REDACTED .X configuration guidefines.

s+ The report will containa section listing the results for each service.

e For all Vulnerabitity Assessment and System and Platform Teéting tasks, the
term “device” can refer to a server, network device, or workstation.

System and Platform Security Testing — Thousand Oaks, CA

« System and Platform Security Testing for a sample set of up to sixteen (16)
devices in the operational environment supporting the following four (4) EMS

REDACTED
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services at a customer facility in Thousand Oaks, CA. Included with each service
is the number of devices that will be included in the assessment:
‘REDACTED

e Includes up to REDACTED business days of onsite work at a sustomer facility .
in Thousand Oaks, CA. Additional data analysis and report creation will be
performed remotely from Verizon facilities.

. 'Systems'wiil be evaluated for compliance with security policy o and
applicable " = X configuration guidelines.

« The report will contain a sect ion listing the results for each service.

Internal Vulnerability Asséssment — Tampa, FL B

e An Internal Vulnerability Assessment for a sample set of up to six (B) devices in
the operational environment supporting the following one (1) EMS service at a
customer facility in Tampa, FL. Included with each service is the number of
devices that will be included in the assessment:

Includes up to REDACTED business day of onsite work at a customer facility in
Tampa, FL. Additional data analysis and report creation will be performed
, remotely from Verizon facilities.

and

Syste'r'ns will be evaluéted for compliance with security policy
applicable -+ - X configuration guidelines.

‘The report will contain a section tisting the resuits for each service.

: 'S'y':stem and P_lafform Security Testing — Tampa, FL
. System a'nd Platform Sécurity Testing for a sample set of up to four (4} devices in
the operational environment supporting the following cne (1) EMS service at a

customer facility in Tampa, FL. - Included with each service is the number of
" devices that will be included in the assessment:

REDACTED
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» Includes Up. to RED, } business day of onsite work at a customer facility in
- Tampa, FL. Additional data analysis and report creation will be performed
remoiely from Verizon facilities.

* Systems wiit be evaluated for compliance with security policy -~ , and
applicable "~ = = "X configuration guidelines. :

. . The report will contain a section listing the results for each service.

Internal Vulnerability Assessment - Baitimore, MD, Area Locations

e An Intemal Vulnerability Assessment for a sample set of up fo ninety three (93)
~ devices in the operational environment supporting the following sixteen (16) EMS ‘
services at facilities located at up to four (4) customer facilities in the Baltimore,
MD metropolitan area. Included with each service is the number of devices that
~wilt be lncluded in the assessment: :

. lnc!'udes up to REDACTED business days of onsite work at four (4) customer
facilities located in the Baltimore, MD, metropolitan area. Additional data
analysis and report creation will be performed remotely from Verizon facilities. -

s Systems will be evaluated for comphiance with security' #oiicy s and
applicable -~ .X configuration guidelines.

. The report will contain a section listing the resu_lts for eaeh service.

System and Platform Security Testing - Balti_more', MD, Area Locations

« System and Platform Security Testing for up to fifty five (55) devices in the
operational environment supporting the following sixteen {16) EMS services at
facilities located at up to four (4) customer facilities in the Baltimore, MD

metropolitan area.  Included with each service is the number of devices that will
be included in the assessment; :

» REDACTED
o Includes up to REDAGTED business days of onsite work at four (4) customer

facilities located in the Baftimore, MD, metropolitan area. Additicnal data
analysis and report creation will be performed remotely from Verizon facilities.

REDACTED
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Systems will be evaluated for compliance' with security policy =% = and
applicable -~ - =X configuration guidelines. '

The report will contain a section [iéting the results for each service:

~ Internal Vulnerability Assessment - Siiver Spring, MD

An Internal Vuinerabi[ity Assessment for a sample set of up to eight {8) devices
in the operational environment sUppor’:ing the following two (2) EMS services at,
one (1) customer facility in Silver Spring, MD. Included with each service is the

number of devices that will be included in the assessment:

Includes up to REDZ ED business day. of onsite work at one (1) customer
facility located in Silver Spnng, MD. Additicnal data analysis and report creation
wnl be performed remotely from Verizon facilities.

Systems will be evaluated for compliance with ,sédurity’ policy - and

applicable - - - configuration guidelines.

The report will contain a section fisting the results for each service.

System and Platform Security Testing - Silver Spring, MD

System and Platform Security Testing for up to eight (8) devices in the

operational environment supporting the following two (2) EMS services at one (1)
customer facility in Silver Spring, MD. Included with each sewlce is the number
lli be mcluded in the assessment :

Includes dp to REDAGTED business day of onsite work at one (1) customer
facility located in Silver Spring, MD. - Additicnal data analysis and report creation
will be performed remotely from Verizon facilities.

Systems will be eVaiuated for compliar;ce with security policy and

applicable configuration guidelines.

The report will contain a section listing the results for each service.

REDACTED
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Internat Vulnerability Assessment — Newark, NJ

An _Ihtemai Vulnerability Assessment for a sample set of up to eight (8) devices
in the operational environment supporting. the following two (2) EMS services at
one (1) customer facility in Newark, NJ. Included with each service is the

- number of devices that will be included in the assessment:

Includes up to -~ - business day of onsite work at one (1) customer facility
located in Newark, NJ. Additional data analysis and repert creation will be
performed remotely from Verizon facilities.

Systems will he evaluated for compliance with security policy <, and
applicable "X configuration guidelines. :

The report will cohtain a section Iistihg the res'u'its fer each service.

System and P{atform Secunty Testlng Newark, NJ |

System and Platform Security Testing for up to eight (8) devices in the
operational environment supporting the following two (2) EMS services at one (1)
customer facility in Newark, NJ. - Included with each service is the number of
devices that will be included in the assessment:

includesup'to - - |~ businesé day of onsite work at one (1) customer facility

located in Newark, NJ. Additional data analysis and report creation will be

performed remotely from Verizon facilities.

Systems will be evaluated for compliance with securify policy , and’

apphcable X configuration guidelines. -

The report w:ll contain a section Iistmg the results for each service.

Internal Vulnerability Assessment — Blue Hill, NY

An Internal Vulnerability Assessment for a sample set of up to fourteen (14)
devices in the operational enviranment supporting the following ong(1) EMS

services at one (1) customer facility in Blue Hill, NY. Included with each service

is the number of devices that will be included in the assessment:
“redacted

REDACTED
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#

includes up to - business days of onsite work at one (1), customer tacility '
located in Biue Hill, NY. Additional data analysis and report creation will be

performed remote]y from Verizon facmtses

Systems will be evaluated for compliance with securrty policy _ , and
apphcabfe Xconfgurat;on guidelines.

The report will contatn a section listing the resuits for each sarvice.

System and P!atform Securlty Testing — Blue Hill, NY

System’- and Platform Security 'Testing for a sample set of up to six {6) devices in-

the operational environment supporting the following one(1) EMS services at one

(1) customer facility in Biue Hill, NY. Included with each service is the number of

devxces that wzt! be included in the assessment:

Includes up to REDAGTED busin'ess day of onsite work at one (1) customer
facility located in Blue Hill, NY. Additional data analysis and report creation will
be performed remotely from Verizon facilities.

Systems will be evaiuated for comphance with security policy = and
apphcabie ‘ . X configuration guidelines. : '

* - The report will contain a section listing the results for each service.

!htemél Vulnerability Assessm’ent —Coppell, TX, Area Locations

o *

devices in the operational environment supportlng the following thirteen (13)
EMS services at one (1) customer facility located in Coppell, TX. Included with
each service is the number of devices that will be included in the assessment:

REDACTED

-An  Internal Vuinerabllaty Assessment for a sample set of up to fitty four (54)-

Includes up to -~ buginess days of onsite work at one (1) custormer faczlsty' '

- located in Coppell, TX. Additional data analysis and report creation will be

performed remotely from Verizon facmtues

Systems win be evaluated for compliance with security policy , and
applicable X configuration guidelines.

The report will contain a section fisting the results for each service.

REDACTED
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System and Platform- Security Testmg Coppell, TX Area Locatlons

System and Platform Security Testing for a sample set of up to forty (40) devices

in the operational environment supporting the following thiteen (13) EMS .

services at facilities focated at one (1) customer facility in Coppell, TX. Inciuded
with each service is the number of devices that will be included in the
assessment. -

REDACGTED
Includes tpte ~ ~ business days of onsite work at one (1) customer facility
located in Coppell, TX. Additional data analysis and report creation will be

performed remotaly from Verizon facilities.

Systems will be evaluated for compliance with security policy — ', and

- applicable ~  .X configuration guidelines.

The report will contain a section listing the results for each service.

!nternal Vulnerability Assessment — Arlington, VA

An Internal Vulnerability Assessment for a sample set of up-to four (4) 4) devices in
the operational environment supporting the following one (1) EMS service at one -

" (1) customer facility located in Arlington, VA. Included with each service is the

number of devices that will be included in the assessment:

Redacted

i

Includes up to ~ business day of onsite werk at one (1) custormer facility

located in Arlingtori, VA. ~Additional data analysis and report creation will be

performed remotely from Verizon facilities.

Systems will be evaluated for compliance with security policy - , and
applicable X configuration guidelines. '

The report will contain ésection listing the results for each service.

System and Platform Security Testmg Arhngton VA

System and Platform Security Testing for a sample set of up to four (4) devices in
the operationa1 environment supporting the following one (1) EMS service at one
(1) customer facility located in Arlington, VA, Included with each service is the
number of devices that will be included in the assessment:

' Redacted

REDACTED
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Includes up to -+ & business day of onsite work at one (1) customer facility

located in Arlington, VA, Additional data analysis and report creation will be
performed remotely from Verizon facilities,

Systems will be evaluated for compliance with security policy ., and
applicable - X configuration guidelines.

The repert will contain a section listing the results for each service..

"Internal Vulnerabiiity Assessment — Reston, VA, Area Locations

An  Internal Vulnerability Assessment for a sample set of up to twenty two (22)

devices in the operational environment supporting the following four (4) EMS

sérvic_es at one (1) customer facility located in _Res_ton, VA. Included with each
servi_ce_i the number of devices that will be included in the assessment:

Includes up to <+ - . business days of onsite work at one (1) customer facility
located in Reston, VA. Additional data analysis and report creatlon will be
performed remofely from Verizon facilities. | : :

Systems will be evaluated for compliance wuth security pOlle‘ e and
applicable . X configuration gusdehnes '

The report wili c:ontain a section listing the resulfs for each service.

Sysfem and Platform Security Testing - Rééfon VA, Area Locations

System and Platform Secunty Testing for a sample set of up to twelve (1 2y

- devices in the operaticnal environment supporting the foEEowzng four (4) EMS

services at one (1) customer facility located in Reston, VA, Included with each

‘service is the number of devices that will be included in the assessment:

REDACTED .

_[nciudes up o business days of onsite work at one (1) custorner facility
located in Reston, VA, -

Systems witl be evaluated for compliance w1th secunty pohcy ., and
applicable _ Xconﬁguratton guadehnes

The report will contain a section listing the res_uité for each service.

REDACTED
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Security A'esessment - Central Office, Annapoiis, MD

» A Security Assessment to include a Network Vulnerability Assessment and
System and Platform Security Testing for a number of devices that will be
determined based on an analysis of the site’s IT resources and confi guratlon

. 'lncluc_ies. up to REDACTED days of onsite work at one (1) customer facility
located in Annapolis, MD. Additicnal data analysis and report creation will be -
~ performed remotely from Verizon facilities. - '

«  Systems will be evaluated for compliance with security policy RE CTED, and
applicable REDAGTED.X configuration guidelines.

Security Assessment - Central Office, Lewinsvi"e, MD

o A Security Assessmeni to include.'a Network Vulnerability Assessment end
System and Platform_ Security Testing for a number of devices that will be
‘determined based on an analysis of the site’s IT resources and configuration.

e Includes up to T days of onsite work at one (1} customer fecility' located in
Lewinsville, MD." Additional data analysis and report creation will be performed
remotely from Verizon facmtles :

¢ Systems will be eyaluated for compliance with secuﬁty policy ' , and
"~ applicable .. X configuration guidelines. )

H N . . : . ]

Security Assessment — Central Office, Keller, TX

e - A Security ‘Assessment tolrinciude' a Network Vulnerability Assessment and
System and Platform Security Testing for a number of devices that will be’
determined based on an analysis of the site’s IT resources and configuration.

e Includesupto - days of onsite work at one (1) customer facility located in-
Keller, TX. Additionai data analysis and report creation w&ll be performed
remotely from Verizon facrlltles

. Systems will be evaiuat_eci for compliance with security policy , and
applicable X configuration guidelines.
- REDACTED
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Security Assessment — Central Office, Baltimore, MD (Charles Street)

A 'Security' Assessment to inchide a Network Vulnerability Assessment and
System ‘and Platform Security Testing for a number of devices that will be

“determined based on an analysis of the site’s [T resources and configuration.

Includes upto - = days of onsite work at one {1} customer facility iocatéd in
Baltimore, MD. Additional data analysis and repcit creation will be performed
remotely from Verizon facilities.

Systems will be evaluated for c'ompliance with security policy -~ -, and
applicable - - - . Xconfiguration guidelines.

Security Assessment — Central Office, Thousand Oaks, CA

A Security Assessment to include a Network Vulnerability Assessment and

- System and Pilatform Security Testing .for a number of devices that will be

determined based on an analysis of the site's IT resources and configuration.

Includesupto - days of onsite work at one (1) customer facility located in
Thousand Oaks, CA. Additicnal data analysis and repor‘t creation w;E[ he
performed remotely from Verizon facilities.

Systems wnl be evaluated for compliance with security po[icy . and
applacable X configuration guidelines.

Security Assessment - Client Facility, Madison, NJ {FSC)

A Security.Assessment to include a Network Vulnerabiiity Assessment and

System and Platform Security Testing for a number of devices that will be -

determined based on an analysis of the site’s IT resources and configuration.

Includes up to days of onsité_ work at one (1) customér faciiity'located in

Madison, NJ.  Additional data analysis and report creation will be performed
remotely from Verizon facilities.

.Systems will be evaluated for cohﬂpliance with -security policy . and

applicable . X configuration guidelines.

Security Assessinent - Client Facility, Silver Spring, MD (MCO/OCQ)

REDACTED
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A Security Assessment to include a Network Vulnerability Assessment and
Systern and Platform Security Testing for a number of devices that will be
determined based on an analysis of the site’s IT resources and configuration.

Includesupto days of onsite work at one {1} customer faciiity located in
Silver Spring, MD. Additional data analysis and report creation will be performed
remotely from Verizon facilities. :

Systems will be evaluated for compliance with security policy. w7 and
applicable - . X configuration guidelines.

Security Assessment — Client Facility, Reston, VA (NNMC)

A Securify Assessment to include a Network Vulnerability ‘Assessment and
System and Platform Security Testing for a number of devices that will be

~ determined based on an analysis of the site’s IT resources and configuration.

Includes upto - = © ° days of onsite work at one (1) customer facifity located in
Reston, VA. Additional data analysis and report creation will be performed
remotely from Verizon facilities.

Systems will be evaluated for compliance with sécurity policy = = and
applicable ~~ = . X configuration guidelines.

Business Security Assessment - Various U.S. Based Locations

© 17799:2005 "Information Technology — Code of Practice for Information Security .

Pricing

A Business -Sequrity-Assessment to evaluate customer's c_omp_:ianbe with 1SO
Management”, and security policy redacted.

Includes up to - business weeks of Verizon consulfing time to perform
wark for the Business Security Assessment.

Includes up to -~ business weeks of onsite work, and upto week

of additional data analysis and regert creation performed remotely from Verizon
facilities. -

Internal Vulnerability Assessment —

REDACTED
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Thousand Oaks, CA.

System and Platform Security Testing ~
Thousand Oaks, CA

Internal Vuinerablhty Assessment — Tampa
FL

System and Platform Security Testing —
Tampa, FL

Internal Vuinerability Assessment - -
Baltimore, MD

System and Platform Securlty Testing -
Baltimore, MD

Internal Vuinerability Assessment - Silver
Spring, MD

System and Platform Security Testmg -
Silver Spring, MD

Internal Vulnerability Assessment — Newark,
NJd .

System and “Platform Security Testmg -
"Newark, NJ

Internal Vulnerability Assessment — Blue
Hill, NY

System and Platform Secunty Testing — Blue
Hilt, NY

Internal Vulnerability Assessment - Coppeli
TX

System and Platform Security Testlng -
Coppell, TX

Internal Vulnerability Assessment —
Arlington, VA

System and Platform Security Testmg -
Arlington, VA

internal Vulnerablhty Assessment = Reston,
VA

System and Platform Security Testlng -
Reston, VA

Security Assessment — Central Office,
Annapolis, MD

Security Assessment — Central Office,
Lewinsviile, MD - :

Secunty Assessment Central Office, Kelier,

IR

Security Assessment =~ Central Office,
Baltimore, MD (Charles Street}

Security Assessment — Central Office,
Thousand Oaks, CA

Security Assessment — Client Facility,
" Madison, NJ (FSC)

Security Assessment — Client Facility, S;lver
Spring, MD (MCO/OCO} '

Security Assessment ~ Client Facility,
Reston, VA (NMMC)

Business Security Assessment

REDACTED
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Total

The above quoted price is valid for a period of thirty (30) days from the date of
issue. This is a fixed price engagement. The Professional Service fees quoted
herein reflect the project as anticipated at the time and during the period of
execution.

Travel and Expenses

Subject to compliance with Customer’s normal and customary policies regarding
substantiation and verification of business expenses, Verizon is authorized to
incur, on your behalf, customary and reascnable travel, lodging and other
‘expenses.in connection with this assessment. Customer will reimburse Verizon
for said expenses. Total travel expenses for this project will not exceed

redacted.
7| NOTICE _
Conyright & 2008 by Verizon Business Hoidings, Inc. andior iis affiiates and lcensors, Al rights

resarved. No part of this publication may be copled or reproduced. stored ira retrieval syutem, soid
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or ragistersd trademarks that appesr in tis document are the property of heir respective owners.

RFDACTED

Page 24 of 24




