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IJVl'fED S?'(\TISS DISTRICT COURT 

YORTHEKN DIS'I'RICT OF C4LIFORNIA 

J 
i ASH Htl '  YiNti, GIZEGOKY H K K S  j 
CARCILYN JEWEL, and ERlK ICNUI'LGW ) 
on Behalf of Themselve and All Others ') 
Slmllafly Srtuatcd, 

1 C;CX NO. C-06-0672-VKW 
PIa~ntif'fs. 1 

'I IIECLARATION OF 
v. 1 LIEU'I'ENANT G E Y E W L  

1 KRITEI B. ALEXANDER, DIRECTOR, 
AT&T COKP,, A T&T IhC. and 1 3ATIONAL SECI!RTTY AGENCY 
IIOES I -2D. tnclusive. f 

Ucfendnnts. 1 
1 
t 

I, Kcith B. Alexander: dccldrc: as follows; 

ZNTRODUCI'ION 

1 .  I atrr the Director of the National Security Agency (NSA), an intelliger~cz agency 

within tile Departinen1 o f  Defense. i am responsible for direcring the KSA, overseeing rhe 

,)perations undertaken to carry out its mission and, by specific charge of the President and the 

Direclor ofNarional Intelligcricc, protecting NSA activitivs and intelligence sources artd 

niethods. I have been designated an original 'TOP SECKET ctassifization authority under 

Executive Order No 12958,60 Fed. Reg. 19825 f 1995), as amended on March 25,2003, and 

Dcpartrnwt of Defense Directive No. 5200, I -R, Information Security Prograrn Regulations, 32 

C.F.K.  S I59a. 12 (2000). 

2 .  T h e  purpose of tlrir declaration ic to support the assertlon of a fornlal claim of the 

military and state wcletu; privtlcgc il.rureafler "state secrets privilege"], as wvll as a statutory 

pr~vilege. by the Director of National lntetiigence (IlNf) as the head of the intelligence 

community. I n  this declaration, I also assert a statutory privilege with respect to i~tfirr~~~tllion 

about NSA activities. For the resons described below, and in my classified declaration 

DkC1..11.!4710N OF. LT C;EN KTITII 13 '41 TXAYDTR, 
DIKFCTOK. W41113NA1, StC'CiKI? Y AGENCY 
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information covered by these privilege assertions would cause exceptionally grctvc danlage to the 

tiatiorial security of the llnited States. I'he statements made herein, and in m y  clrtssified 

declaration, are based on my personal knowledge of NSA operations and on irlformation rrlade 

available to me as Director of the NSA. 

'THE NATIONAL SECURITY AGENCY 

3. The NSA was established by Presidential Directive in 1952 as a separately 
I 

organized agency within the Department of'Defense. Under Executive Order 12333, 5 1.12.(b), 

9 

10 

11 

as :*mended, NSA's c~-yptologic mission includes three functions: ( I )  to collecl, process, and 

disse~ninate signals intelligence ("SlGINT") information, of which comn~unications intelligence 

("COMINT") is a significant subset, for (a) national foreign intelligence purpose, (b) 

12 

13 
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15 

16 

counterintelligence purposes, and (c )  thc support of military operations; (2) to conduct 

information security activities: and (3) to conduct operations sccurity training fur the U.S. 

Government. 

4. 'I'here are two primary reasons for gathering and analyzing intelligence 

infonnation. The first, and most important, is to gain information required to dircct U.S. 

17 
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resources as necessary to counter external threats. The second reason is to obtain inforrnation 

necessary to [he formulatior1 of the United States' foreign policy. Foreign intelligcncc 

information provided by NSA is thus relevant to a wide range of irnpona~it issues, including 

military order of battle; threat warnings and readiness: arms proliferation; terrorism; and foreign 
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24 

25 
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5 .  In the course of my oficial duties, i have been advised ofthis litigation and 

reviewed thc allegations in PLaintiffs' Amended Cornplaint and Motion for a Prc11minary 

In-junction. As describcd bcrcin and in my separate classified declaration, information 

implicated by Plaintiffs' claims is subject to the state secrets privilege assertion in  this case by 

the DNI The disclosure of this information reasonably could be expected to cause exceptionally 

27 
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aspects of i~iternational narcutics ~raffickinp. 
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;rave damage to the national security of the Lnited States. I n  addition, it is my judgment rhat 

.ny attempt to proceed in the case will substantially risk disclosure of the privileged intormation 

ind will cause exceptionally grave damage to the national security of the United States. 

6.  'Ihrough this declaration. 1 also hereby invoke and assert NSA's statutory 

)rivilegs to protect infonnation related to NSA activities described below and in more dctail in 

ny classified declaration. NSA's statutory privilege i s  set forth in section 6 of the National 

kcurity Agency ,Act of' 1959 (NSA Act), Pr~blic L.aw No. 86-36 (codified as a note to 50 U.S.C. 

j 402). Section 6 of the NSA Act provides thar "[nlothing in this Act or any other law . . . shall 

)e construed to require the disclosure of the organization or any functiorl of  thc National 

jecurity Agency [or] any information with respect to the activities thereof. ." By this 

anguage, Congress expressed i t s  determination that disclosure of any infi~nnation relating to 

VSA activities is potentially harmful. Section 6 states unequivocally that, notwichslanding 

zny other law, NSA cannot be compelled to disclose any information with rcspect to its 

juthorities. Further, NSA is not required to demonstrate specific harm to national security when 

nvoking this statutory privilege, but only to show that the information relatcs to its activities. 

rhus, to invoke this privilege, NSA must demonstrate only that the inforrnatioti to be protected 

l'alls within the scope ofsection 6. NSA's functions and activities are therefore protected from 

jisclosurc regardless of whethcr or not the information is classified. 

1NFORR.IATION SIJBJECT TO CLAMS OF PRIVILEGE 

7. Following the attacks of September 11,2001, the President of United States 

authorized the NSA to utilizc its SICIN-1' capabiliiics to collect certain "one-end foreign" 

wmmunications where one party is associated with the nl Qaeda terrorist organization under the 

Terrorist Surveillance Program (TSP) for the purpose o f  detecting and preventing another 

terrorist attack on thc United States. Any further elaboration on the public record concerning  he 

TSP would reveal information that could cause the very harms rhat the DM'S assertion ol'the 

state secrets privilege is intended to prevent. My separate classified dec1ar:Uion provides a more 

DEC:L!\RATION OF L'I' GEN. KEI I'H B. ALEXAKDER. 
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letailed explanation of the information at issue and the harrns to national scarrity that would 

esult fro111 i ts  discIosure. 

8 ,  Plaintiffs also make aflcgations regarding other purported activities of thc NSA. 

ncluding allegations about the NSA's purported involvemerit with AT&T. Regardless of 

vhctt~er these allegations are acc~~rate or not, thc United Statcs can neither confirm nor deny 

illeged NSA activities, relationships, or targets. To do otherwise when challenged in litigation 

vould result in the exposure of intelligence information, sources, and methods and would 

;everely undermine surveillance activities in general. For example. if the United States denied 

illegations about intelligence targets in cases where srlch allcgatinns were false, but rernairled 

iilcnt in cases where the allegations were acc.uraie, it would tend to reveal ~ l ~ a t  the individuals in 

:he latter cases were targets. Any further elaboration on the public rccord conccriting these 

natters woultl reveal information that could cause the very t~arms that the DNl's assertion of the 

;tate secrets privilege is intended to prevent. My separate classified declaration provides a more 

letailed explanation of the informarion at issue and the harms to national security that would 

.esult from i ts disclosure. 

CONCTLJSION 

9. In sum, i support the DNl's assertion of the state secrets privilege and statutory 

privilege to prevent the disclosure of the information detailed in my classified declaration that is 

svailable For the Court's in camera and e.r pnrfe review. I also assert a statutory privilege with 

respect to information about NSA activities. Moreover, becausc proceedings i n  this case risk 

disclos~~re of privileged and classified intelligence-related information, J respectl'ully request that 

the Court not only protect that information frorn disclosure, but also dismiss this case to stem thc 

harms to the national security of the United States that will occur if it is litigated. 

UECLlZKATlON OF I ,T. GEN. KEITH B. ALEXANDER, 
DIRECTOR, NATIONI~L SECURITY AGENCY 
Cacc ho. C 06-0672-JCS -4- 
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1 declare under penalty of perjory that the forego~ng is true and correct 

DATE: 12 06 - &@ @ 
LT: ."KTTH-B. AI,EXANT)ER-- 
Director, National Security Agency 

I 
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