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UNlrTED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFOIWh 

TAW HEPTMG, G ~ G O R Y  HICKS j 
CAROLYY JEWEL, and ERIK KNUTZEN ) 
on Behalf of Themselves and All Others 1 
Similarly Situated, 

) C ~ ~ S C  NO. C-06-0672-VRW 
Plaintiffs, 1 

DECLARATION OF 
v. 

) DIRECTOR OF NATIONAL 
AT&T CQRP., AT&T MC- and ) NITXLIGENCE 
DOES 1-20, inclusive, 1 

1 
Defendants. 

I 1, John D. Nopmponte, declare a3 follows: 

l[NTRODUCTiON 

1. 1 arn the Director of National Intelligence (DM) of the Umttd States. 1 have held 

this positlon since April 2 1,2005. From June 28,2004, until appointed to be DNI, I send &I 

Unitd Scats Ambassador to Iraq. From September 18,2001, until my appointment in m, X 

sewed as the United S w  Ptnnaacnt Rcprescntafive to the United Nations. I have also ~ e d  

as Ambassador ro Hondunls (1 981 -1985), Nwtico (1989-1993), tht Philippines (1993-1996), 

and as Deputy Ass~stantto tho Prtsident for National Secusiy Affairs (1987-1989). 

2. In the course of my officid duties, I have been advised of t ? s  lawsuit and rbc 

allegation$ at issue in this case. The sbtemmts made herein are based on my personal 

knowlccigo, as well as on information pmvided to me in m y  official capaciry a TINI, and on my 

personal evaluahon of that informahon- In p x ~ ~ n d l y  considering this matter, I have txemttd r~ 

I 
separate classified declaration dated May 12,2006, and filed in camera and e x p m e  in this case. 

Moreover, I have read and pmanally considered the infomation contained in the ~ Y I  Cumera, Ex 

Part& Reclaraticn uf L t  Gtn. Keith B, Alexander filed in this case. General Alexaadm is the 
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Director of the National Security Agency ("NSA"), and is responsible for directing the M A ,  

overseeing the operations undertaken to carry out its mission, wd by apiicific chargc from the 

President and the DM, protecting NSA activities and intelligence sources and methods, 

3. The putpose of [his declaration is to fonnaity ass- in my capactty as DNI and 

head of the United States Intelligence Community, the military and state secrets privilege 

(hereafter "state secree privilege"), as well as a statutory privilege under rhe National Security 

Act, see 50 U.S.C. g 403-1 (1)(1), in order to pmtet intelligence information, s o w  and 

methods that are implicated by thc allegations in this case. Disclosure of fbe information 

covered by thcse privilege asstrtions rwuably could be expected to cause cxceptionsl4y grave 

damage t~ the na~onal sccunty of the Unikd States an4 therefo* Should be excluded fiam any 

use m this csse In addibw, I concur with Gneral Alexander's coac~usion that (trc risk is greal 

that further litigatiou wul risk the disclosure of infomation hannful to the national security of 

the United States aad, accordingly, this m e  should be dimrisccd. See Dcclamtion of tt Cea 

Keith B. Alexander, Dhcwr, Narioud Security Agmcy. 

BACKGROUND ON DIRECTOR OF NATIONAL LNTEUIGENCE 

4. The position of Director of National Intelligence was ctcattd by Con&ws in the 

Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. NO. 108458, $8 101 l(a) and 

1097, 118 Stat. 3638,3643-63,3698-99 (2004) (amending sections 102 tbraugh 104 of the Title 
7 

I o f  the National Security Act of 1947). Subject to the authority, direction, md conlml afthe 

President, the DNI m e s  as the head of the U.S. Intelligence Community and as the principal 

advisor to the President, the National Security Council, and the Homeland Security Council, for 

intelligence-related matters related to national security. See 50 U.S.C. 5 403@)(1), (2). 

5.  The "Umted Stam Intelligence Community" includcs the Office of the Director 

of National Intelligence; the Cenml IntclIigeocc Agency; the National Security Agency; tht 

Defense InteIligence Agtncy; the National Gcospatial-lnrclligcocc Agency, the Nafioml 

Reconnaissance OtXcc; other offices within the Department o f  Dtfhsc for thc collection of 
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specialized national intelligence through re~onnaissance prognuas; rtre mtelligence elements of 

the military services, the Federal Bureau of Investigation, the D c p m e n t  of Trcasruy, the 

Department of Energy, Drug Enforcement Adminisrratioa, and the Coast Guard; the Bureau of: 

Intelligence and Rescarch of the Department of SWe; the elements of the Department of 

Homeland Security concerned with che analysis of ~ntelligence information; and such other 

elements of any other department or agency as may be designated by the Presideat? wjointly 

designawd by the DNI and heads of the department or agency mcemed, as an element of the 

lntellrgence Community. &e SO U.S.C. $401 a(4). 

6. Thc respcosibilities and authorities of tht DNI am f ~ d  in the National 

Security Act, as amended. See 50 U.S.C. 8 403-1, These rr~pomibilities include ensuriag,that 

aational intelligence is provided to the hidart ,  thc heads of the departments and agencies of 

the Executive Branch, the Chairmu, of the Joint Chiefs of Staff sad senior militsry comrxlaodm, 

and rhe Senate and H o w  of Reprcsonrativcs and committees thereof. 50 U.S.C. 8 403-l(a)(I). 

The DNI is also charged with establishing the objectives of, detaminhg the f+guiranent~ and 

priorities for, and manaping and directing tbc @king, collection, analysis, production, and 

dissemination of national intelligence by elements of the Intelligence Conununity. Id. 6 403- 

l(f)(l )(A)(I) and (ii). Thc DN1 is also responsible for developing and detemini~g, bssed orl. 

proposals submitted by heads of agencies and departments within the Inteliigeace Community, 

an annual consolidated budget for the National Zntelligence Program for presea.@tion to  he, 

President, and for ensuring the effective e x e d o n  of tbc anauol budget for intedigeslce and 

ir~rell~eacc-related activities, and for managing and allotting appraptiations for the National 

Intelligence Program. Id. § 403-1(~1(1)-(5). 

7, h addition, the National Security Act of 1947, as amen&& provides'tbat ' m e  

Director of National intelligence shall protect intelligence sources and methods born 

mauthrized disclosure." 50 U.S.C. 8 403-l(i)(l). Consistent with this responsibility, the DNI 

establishes and impIemmes guidelines for the InteI(igence Community for the classification of 
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iafomation under applicable law, Executive Orders, or other Presidentxal directives and erccess 

and dissemination inof irrtelbpence. lil. § 4403-l(i)(Z)fA), m). h patticula, athe LlNi is responsible 

for &a establishment of uniform standards a d  pcedures for the g m r  of access to Sensitive 

Campartmented Infomtio~ ("SCI") t~ any officer or employee of any agency or department o f  

the United States, and for ensuring cansistcnt implementation of those; standards throughout such 

departments md agtncies, Id, § 403-IQ)(I), (2). 

8. By virtue af my position as tht DNI, and llnless otherwise directed by the 

President, I have access to all iateliigence related to the national sacuriry tbat is collected by any 

department, agency, or ~thcr tnfity of the Uzuted States. PUCSumt to Executive Ordm No, 

12958,3 G,F.R. 5 133 (1995), as amended by Executive Order 13292 (March 25,20031, 

ttptintcd as m,tndcd in50 U.S.C.A. 4 4353s 95 (Supp, 2W), the Presideat hos authorized ma 

to exercise original TOP SECRET classification authority. My classified dtclaratioq w well ss 

the classified declaration of General Alcxandcr an which I relid ia this case, are properly 

classified under $ 1,3 of Executive Order 12958, as mended, h a u s e  the public disclosure of 

the dorm&on contamed xn those dmlmtioas aould reasonably be expected to cause swiaus 

damage to the foreign policy and nstianal security of tbe Vnikd States, 

ASSERTION OF THE STATE SECRETS PFWILEGE 

9. AAcr oanful and ectwl p w s o ~ I  considemtiorr of the tmtter, I have detwminsd 

that rhe disclosure of ctrtairt informatmn implicated by Plaintiffs' claims-as set f a d  hmc and 

described in more detail in my clssificd dcclarstion md in the clarrsjfied declaration of Gmcral 

Alemdcr---codd reasonably be expected to cause exceptionally j p ~ t  damagc to the national 

security of the Unitcd States and, thus, must be piotccted hrn disclosure and excluded this 

case. Thus, as m this infomadon, 1 formally invoke and assert the state secrets privilege. In 

additian, it is my judgrnent that any attempt to proccrd in the cast will substantially risk the 

disclosure of rhe privilgcd infomation, described b ~ t f f y  herein, and in m m  detail in the 

classified declarations, md will cause exceptionally grave daiuage to the national security ofthe 
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I DNI under thc National Sssurity Act to p r o w  intdligcnce sou- md methods implicated by 

this case. Sea 511 U.S.C. 403-X(i)(l), My assertion ofthis statutory privilege for iatelligeoce* 

infomati~n and sources and methods is coextmsivc with my state secrete privilege assdon. 

J . N F O m O N  SUBJECT TO CLAIMS OF PIUVXLEGE 

f 1. Xo an effort to counter the a1 Qthrsda threat, thc President of United States 

authorized the NSA to utilize its SIGMT capabilities to collect m i n  "onetnd fomign" 

communicstims where one party is associated with the al Qaeda tanxist o&Latian fbr the 

purpose of detecting and preventing another temrist attack on the United States, This activity is 

known as the Terrorist Surveillance Pr~lpvn CTSP"). TO discuss this activity in my greater 

detail, bowever, would disclase cfassified intelligence infomation andrtvcsl htelltgence 

sources and me&&, which would enable adversaries o f  rhe United States to avoid deltx;tft>n b'y 

the U.S. Lnhstligence Community a d o r  take marslire6 to defeat or neutralize U.S. intelligcnco 

collecnon, paslng a serious threat of damage to the United States' national security interests. 

Thus, any Wthcr elaboration on the public record conocmiag the TSP would reveal infotmatioa 
I 

I 
that could cause the vary harms my assertion of the starc secrets privitege is intended to prevent. 

I The classifid dadamtian d G c m l  AIexandertW I cowldmd in making this privilege 

assernod, ILS we11 as myown separate classified dcctaration, pmvidc a mrr: detailed txglapatian 

of the infoimticp st issue and the harm to xlalioaal s e d t y  that wodd mult fim its 

disclosure, 

12, Plaintiffs also makc dlcgations regarding other purpaxted eetxvitier of the NSA, 

including altegatioas abut NSA's purported iavolvcment with AT&T, The United Statts Fan 

neither confirm nor d m y  alleghons concerning intelligence acriviues, SOwces, methods, 

relationships, or targab. For cxmple, disclome of b s c  wha arc carget& by ~uch  activitim 

would cornprormse the collectha of ioteUigenct information just M disclosure of  those who are 
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not targeted would r e v d  TO advemrics that ccrfam communications channels are secure or;, 

more broadly, would tend to reveal the methods being used to conduct swveil~ance. The d y  

recourse far the Intellig~lcc Cummuniry an4 in this case, for tho NSA, is to ncithersonfmn nor 

deny these 30rt.s of allegations, rewdless of whctkct they are me or fal~e. To btherwisa 

when challenged in litigation would result in routine exposure of inteHigence infomation, 

sources, and methods and wodd severely urldermine sweillarict activities in genual. T b ,  as 

with the other catcgoriw of infomlstion dific~scd in this declaration, any htrther elabod~n on 

the public record concerning thcse matters would reveal i n f o d o n  that could cause the very 

hams my asenion of the state smers privilege is intended to prevent. The classified 

declaration of Gemral Alda that 'I -;&red in making this pnnlegt assertion, as well w 

my own Stpirate classified &claretion, provide a more detailed explanation of the I n f o d o n  at 

issue, the masons why it is irnph& by Plaintiffs' claim, and the hanns to nati~nd socdty  

that would mutt from its disciomue. 

CONCLUSION 

13. In sum, I formally invoke and w t t  the state secrets privilege, as well a*  

statutory privilege uuda tbc National Sectuity Act, to prevent the disclosure of the information 

deailgd in the two classified declarations that are available for tk Court's iri camera andm 

parre review. Mareoror, because in this case tisk disclosure of privileged bnd 

1 classified intclligmcorcl~cd iafonrtlation, I join with G c n d  Alexander in respectNly 

questing that the Court dismiss this case to stem tbe h a m s  to the d m a l  s d t y  of the 

Unlted States that will occur if it is litrgated. 
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I declare under penalty of p jury that the foregoing is true and correct. 

DATE: p&*q 
JOTIN D. NEGRO- 

= 
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