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I. INTRODUCTION 1 

 2 

Q. Please state your name, and address. 3 

A. My name is Robert Akl. My address is 3030 McKinney Ave, #2301, Dallas, TX 75204. 4 

 5 

Q. By whom are you employed and in what capacity?  6 

A. I am a tenured associate professor in the computer science and engineering department at 7 

the University of North Texas (UNT). 8 

 9 

Q. How long have you been employed by UNT?  10 

A. For 20 years.  11 

 12 

Q. Have you testified previously before the Commission? 13 

A. No, I have not. 14 

 15 

Q. What is the purpose of your testimony in this proceeding? 16 

A. I testify on behalf of the Washington Utilities and Transportation Commission staff 17 

(Staff). My testimony provides an independent evaluation of: (1) the causes of the 18 

outages on CenturyLink Communications, LLC’s (CenturyLink) Red network in 19 

February 2018 and Green network in December 2018, as well as the relationship between 20 

those two events; (2) the foreseeability of the Green network outage after the occurrence 21 

of the Red network outage; and (3) CenturyLink’s responsibility for failing to take the 22 

necessary action, following the February 2018 Red network outage, that it knew or 23 
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should have known would have prevented the Green network outage, and therefore the 1 

resulting Washington E911 service outage, in December of 2018.  2 

 3 

Q. Have you prepared any exhibits in support of your testimony? 4 

A. Yes. I offer two exhibits: 5 

 1. Exh. RA-2 is a copy of my CV; and 6 

 2. Exh. RA-3 is a copy of the Broadcom Storage Area Networking Design 7 

and Best Practices Design Guide. 8 

 9 

II. SUMMARY OF CONCLUSIONS 10 

 11 

Q. Do you agree with the general conclusions that Staff Witness James Webber reaches 12 

on those issues, referenced above, in his testimony? 13 

A. Yes. I agree with the general conclusions that Witness Webber reaches on each of those 14 

issues in his testimony. I also provide additional insights into why those conclusions are 15 

correct. 16 

  17 

III. DISCUSSION 18 

 19 

Q. Did you review the response testimony and exhibits submitted in this proceeding by 20 

CenturyLink Witnesses Stephen Turner, Martin Valence, and Thomas McNealy? 21 

A. Yes, I have. My review focused on their testimony and supporting exhibits concerning 22 

the causes of the December 2018 failure of CenturyLink’s Green transport network and 23 
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Q. 

A. 

Witness Webber concludes that "the primary and avoidable cause of the 

Washington E911 network outage in December 2018 was CenturyLink's failure to 

disable certain unused communications paths, known as , between the 

nodes on its 

Webber on that point? 

Yes, I agree. CentmyLink 

incident, stating: 

."5 Do you agree with Witness

in its Febrmuy 2019 Root Cause Analysis of that 

The Federal Communications Commission (FCC) repo1i on the Green network failure 

expanded on this in more depth: 

There are several best practices that could have prevented the outage, or at 
least mitigated its effects: 

System features that are not in use should be turned off or disabled. In this 
case, the proprieta1y management channel [IGCC] was enabled by default 
so that it could be used if needed. While CentmyLink did not intend to use 
the featm·e, CentmyLink left it unconfigured and enabled. Leaving the 
channel enabled created a vulnerability in the network that, in this case, 
contributed to the outage by allowing malfo1med packets to be continually 
rebroadcast across the network. 7

And elsewhere in that repo1i, the FCC made clear that the severity of the outage was 

caused by the packet sto1m phenomenon, and not the creation of the relatively small 

number of malfo1med packets that triggered the stonn: 

5 Webber, Exh. JDW-lCT at 6:20- 7:1. 
6 Webber, Exh. JDW-14C at 2. 
7 Webber, Exh. JDW-4 at 15 (citing Communications Security, Reliability and Interoperability Council, Best 

Practices 11-6-5170, 11-8-8000 (2011 )). 
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