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l. INTRODUCTION

The plaintiff Verizon companies (collectively referred to as Verizon) seek a
preiminary injunction againg the members of the Washington Utilities and Transportation
Commission (WUTC) to enjoin enforcement of the WUTC' s new rules protecting consumer
privacy. The WUTC rules protect the details of one's persona and confidentia telephore
usage. Under certain circumstances, a telephone company may not use “customer proprietary
network information” (CPNI) without customers express consent. Verizon contends that such
regulation of CPNI infringes on its right to engage in commercia speech with its cusomers
and to discuss CPNI within its related companies to market and develop products.!

As articulated below, the WUTC rules reasonably protect consumers' legitimate
expectation of privacy in ther private information, such aswhom they cal and when. They
implicate no First Amendment commercid speech rights. However, even if they wereto
implicate the First Amendment, they are fully consistent with the decision of the Tenth Circuit
Court of Appedlsin U. S West, Inc. v. Federal Communications Comm' n, 182 F.3d 1224 (10"
Cir. 1999), cert. denied sub nom. Competition Policy Inst. v. U. S West, 530 U.S. 1213 (2000).
Findly, applying the Ninth Circuit’ s tests for a preliminary injunction, the harms aleged by
Verizon are ether non-existent or minima and are outweighed by the harm to consumers
should therules effective date be deferred. Accordingly, the Plaintiffs Motion for a

Prdiminary Injunction (Verizon Motion) should be denied.?

1 In their complaint, Verizon also makes atakings claim, stating: “CPNI is property belonging to the
carriers....” Complaint for Declaratory and Injunctive Relief (Verizon Complaint) 198. Verizon does not make
that argument in the context of this motion, but this notion that Verizon, and not its customers, owns CPNI
permeates its argument.

2 The evidence of Verizon's alleged harm is contained in the Declaration of Maura Breen (Breen Decl.).

In response to the filing of this motion, we sought to depose Ms. Breen. For the reasons described in our Motion
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. STATEMENT OF THE CASE

A. History of Federal Regulation of CPNI Prior toU. S. West v. FCC

Under the Federal Telecommunications Act of 1996 (“1996 Act”),? the term “Customer
Proprietary Network Information” (CPNI) denominates private information that
telecommunications companies gain about their customers as aresult of providing service to
them.* The FCC has stated that “CPNI includes information that is extremely persond to
customers. . . such as to whom, where and when a customer places acal, aswell asthe types
of service offerings to which the customer subscribes and the extent the service is used.”®

In Section 222 of the 1996 Act, 47 USC § 222, Congress required carriers to obtain
customer gpprova before using, disclosing, or permitting access to the customer’s CPNI for
any purpose other than providing service to the customer.® However, a company need not
obtain such approva to use, disclose, or permit accessto CPNI to (1) initiate, render, bill, or

collect for services, (2) protect the carrier’ srights or property, or (3) market, refer, or provide

to Compel Discovery, we were unableto do so. Accordingly, though we believe that even without the benefit of
cross-examination of Ms. Breen, the Court should deny Verizon’s motion, the Court could continue this motion
until we have that discovery opportunity.

% Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (codified as amended in scattered
sections of 47 U.S.C.).

# Under 47 U.S.C § 222, customer proprietary network information means: “information that relates to
the quantity, technical configuration, type, destination, location, and amount of use of atelecommunications
service subscribed to by any customer of atelecommunications carrier, and that is made available to the carrier by
the customer solely by virtue of the carrier-customer relationship; and information contained in the bills of
pertaining to telephone exchange service or telephonetoll service received by a customer of acarrier . ...”

® Second Report and Order and Further Notice of Proposed Rulemaking, In the Matter of Implementation
of Telecommunications Act of 1996: Telecommunication’s Carrier’ s Use of Customer Proprietary Information
and Other Customer Information, 13 F.C.C.R. 8061, 1 2 (Feb. 19, 1998).

® 47 U.S.C. § 222, under the heading “(c) Confidentiality of Customer Proprietary Network Information,.
— (1) Privacy requirements for telecommunications carriers,” states:

Except as required by law or with the approval of the customer, atelecommunications carrier

that receives or obtains customer proprietary network information by virtue of its provision of

telecommunications services shall only use, disclose, or permit access to individually

identifiable customer proprietary network information in its provision of (A) the

telecommunications service from which such information is derived, or (B) services necessary

to, or used in, the provision of such telecommunicationsservice, including the publishing of

directories.
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adminigrative services to the customer during atelephone cal that was initiated by the
customer to the carrier. Congress further exempted: (1) “subscriber list information,”
(information published in the telephone directory), and (2) “aggregate customer information,”
(collective information about customers “from which individua customer identities and
characteristics have been removed.” 47 U.S.C. 8 222(f)(2). Congress usesthe term
“individualy identifiable CPNI” to distinguish aggregate information, to which privacy
protections do not apply, from the type of CPNI to which privacy protections do apply. 47
U.S.C. §222(c)(1).

The FCC divided “telecommunications service’ into three categories. local,
interexchange (long-distance), and commercid mobile radio service (wirdess). The FCC
alowed carriersto use, disclose, or permit access to a customer’s CPNI, without soliciting
gpprova in any form from the customer, for marketing purposes within the category of service
to which the customer had already subscribed.” Where customers had not subscribed to a
service within a category, the regulations prohibited carriers from using CPNI for marketing
purposes in that category unless they obtained express prior customer approval (opt-in).2

B. The Tenth Circuit’sDecison in U. S. West v. FCC

U. S Weg, Inc. chalenged the FCC's 1998 rules in the Tenth Circuit primarily on First
Amendment grounds. Vacating the portion of the FCC's 1998 rules that required customer
opt-in before carriers could use or disclose CPNI, the court first determined that the restrictions

on carriers use of CPNI implicated U. S. West's Firss Amendment rights of commercid

.
Id. 111 27-30.
8 1d. 1166. For example, atelephone company could not use CPNI generated from local telephone service
to market long-distance service to a customer who did not already subscribe to long-distance service from that
carrier, unless the customer first granted express permission to use her CPNI.
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speech.® 1t then applied the test for permissible regulation of commercia speech set forthin
Central Hudson Gas & Electric Corp. v. Public Service Commission of New York, 447 U.S.
557 (1980). Under Central Hudson, the government may restrict speech only if: (1) the
commercia speech concerns lawful activity and is not mideading; (2) the government hasa
subgtantia sate interest in regulating the speech; (3) the regulation directly and materidly
advances that interest; and (4) the regulation is no more extensive than necessary to serve the
interest. Thelast two prongs are sometimes collectively referred to as the “narrow tailoring”

test. The court focused on the “substantid interest” and “narrow tailoring” tests, concluding

that the FCC had failed to satisfy these dements, primarily because the FCC had not clearly
articulated the specific notion of privacy it sought to advance. 182 F.3d at 1237.

However, the Tenth Circuit did not hold that an opt-in approach would necessarily
violate the First Amendment, nor that an opt-out approach was the only mechanism available
that satisfied the requirements of the Condtitution:

The dissent accuses us of “advocating” an opt-out approach. We do not
“advocate’ any specific approach. We merdy find fault inthe FCC's
inadequate congderation of the approva mechanism dternativesin light
of the First Amendment.
Id. at 1240, n.15. Thus, athough the Tenth Circuit vacated the opt-in requirement of the
FCC's 1998 rules, it did not hold that privacy protections on CPNI can only be opt-out.
Rather, it vacated the rules because the FCC did not adequately articulate the specific interest it

sought to protect and to weigh the costs and benefits of its regulationsin reation to a specific

privacy interest.

9Judge Briscoe, in dissent, attacked the majority's constitutional analysis, maintaining that “[tJhe CPNI
Order doesnot . . . directly [or indirectly] impact acarrier’s expressive activity . . . in such amanner asto warrant
First Amendment scrutiny.” 182 F.3d at 1244.
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C. FCC Regulation of CPNI After U. S. West v. FCC

In July 2002, the FCC adopted new rulesinterpreting section 222.1° Asunder its prior
rules, no approva of any kind isrequired for the carrier to use CPNI to market servicesto a
customer within the same category to which the customer dready subscribes. However, the
FCC required carriers to obtain a customer’ s express, opt-in approva to disclose acustomer’s
individually identifiable CPNI to third parties or to useit to market noncommunications-
related services or goods.

The FCC alowed an opt-out scheme (1) when a carrier wishesto use CPNI to market
communications-related services outside of the category to which the customer subscribes and
(2) when acarier wishesto disclose individudly identifiable CPNI to the carrier’ s effiliates,
independent contractors, and “joint venture partners’ for the purpose of marketing. The FCC

expressly |eft the door open to more stringent state protection for CPNI.1

19 n the Matter of Implementation of Telecommunications Act of 1996: Telecommunications Carriers
Use of Customer Proprietary Network Information and Other Customer |nformation and Implementation of the
Non-Accounting Safeguards of Sections 271 and 272 of the Communications Act of 1934, As Amended, 2000
Biennial Regulatory Review — Review of Policies and Rules Concerning Unauthorized Changes of Consumers’
Long Distance Carriers, Third Report and Order and Third Further Notice of Proposed Rulemaking (Rel eased:
July 25, 2002). 17 F.C.C.R. 14820 (July 2002).

1d. 19 69-74. The FCC stated at § 71:

We conclude that carriers can use opt-out for their own marketing of communications-
related services, as described above, which isless burdensome than opt-in. We reach this
conclusion based on the record before us, but must acknowledge that states may develop
different records should they choose to examine the use of CPNI for intrastate services. They
may find further evidence of harm, or less evidence of burden on protected speech interests.
Accordingly, applying the same standards, they may nevertheless find that more stringent
approval requirements survive constitutional scrutiny, and thus adopt requirementsthat ‘ go
beyond those adopted by the Commission.” While the Commission might still decide that such
requirements could be preempted, it would not be appropriate for us to apply an automatic
presumption that they will be preempted. We do not take lightly the potential impact that
varying state regulations could have on carriers’ ability to operate on a multi-state or nationwide
basis. Nevertheless, our state counterparts do bring particular expertise to the table regarding
competitive conditions and consumer protection issuesin their jurisdictions, and privacy
regulation, as part of general consumer protection, is not auniquely federal matter. We decline,
therefore, to apply any presumption that we will necessarily preempt more restrictive

reguirements.
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D. Regulation of CPNI by the WUTC

1. History of WUTC Regulation
The WUTC first protected CPNI in 1997, prohibiting its use for marketing.*? 1n 1999,

the Commission replaced that rule with rulesidentica in substance to those adopted by the
FCCin 1998. 1 After the FCC's decision to reinterpret its partly invalidated 1998 rulesin
response to the Tenth Circuit' sU. S West decision, Verizon asked the WUTC either to
eiminate its rules or to conform them to the new FCC interpretetion.
2. The WUTC Consumer Privacy Rule

After an extendve rule-making proceeding (WUTC Order 1 12-15 (copy attached to
Verizon Complaint)), on November 7, 2002, the WUTC issued an order adopting the rules at
issuein thiscase™® (A copy of the rules is attached to the WUTC Order.)

a. Structure of the Rule— Comparison to the FCC Rule

Consstent with the federal act, the WUTC defines a category of CPNI termed
“individualy identifisble CPNI” (I-CPNI)." The WUTC's rules make only one refinement to
Congress s categories of information; they created a subcategory for the most sengtive types
of individualy identifiable CPNI, denominated “call detail.” For clarity, the rules then refer to
individually identifiable CPNI that is not call detail as* private account information.” WAC
480-120-201.

Schematicaly, the categories are thus.

12 97.18-056 Wash. St. Reg., § 480-120-139(5) (General Order No. R-442, Docket No. UT-960942) filed
August 27, 1997.

13 99-05-015 Wash. St. Reg., § 480-120-151 et seq. (General Order No. R-459, Docket No. UT-971514)
filed February 25, 1999.

14 The administrative record in the WUTC proceeding was 1407 pageslong. Declaration of Michael
Sommerville (Sommerville Decl.) 4. Under the Washington Administrative Procedure Act rules are effective
thirty days after filing of the rule with the Code Reviser. RCW 34.05.380(2). Though the new rules werefiled
with Code Reviser on November 8, 2002, the Adoption Order set a delayed effective date of the new rule of
January 1, 2003. However, the Commission failed to also apply this delayed effective date to the repeal of the
preexisting rule. Thiserror was corrected by an Order Correcting Repeal Date in General Order No. R-505
(December 6, 2002). Sommerville Decl., Ex. 1.

15 Almost without exception, when parties (including the WUTC in its rule adoption order) refer to
CPNI, they really mean individually identifiable CPNI or what the WUTC' s rule denotes as |-CPNI.
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As under the federd scheme, the WUTC rules place only limited redtrictions on the use
of subscriber list information (the “telephone directory”) or aggregate customer information.
The WUTC rules dso mirror, with exceptions described below, the federa rules’ dlowance
that companies may use CPNI for marketing within the same category of service to which the
customer aready subscribes without notice to, or approva from, the customer.

As aconsequence of a process of weighing costs and benefits like that described by the
Tenth Circuit, the WUTC rules liberalize the current WUTC rules opt-in requirement for
companies own out- of- category marketing use of private account information by requiring
only that companies provide customers with notice and an opportunity to opt-out of the
company’s proposed use. The need to obtain a customer’s express, opt-in, goprova will
remain in place with respect to use of CPNI that meets the definition of “cdl detall.” Thisisa
departure from the new FCC rules and is the focus of Verizon's complaint.

The new rules dso extend this opt-in requirement for use or disclosure of call detail to
the companies “same category” marketing. This changeisthe only way in which the WUTC

rules can be said to be more redtrictive of company activities than the WUTC' s exigting rules.
The WUTC' s rules dso differ from the federd rulesin how they define the corporate

“family” within which non-cdl-detail CPNI (“private account information”) can be
disseminated without express, opt-in gpproval. The WUTC rules define “associated company”

as one not under common control or ownership with the company that holds the information,
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WAC 480-120-201, while the FCC rules dlow disclosures to other entities, including
independent contractors and “joint venture partners,” subject only to the customer’ s ability to
opt-out, 47 C.F.R. § 64.2007.

b. The Basis for the WUTC’s Opt-In Requirement for Use of
Call Detail and for Disclosuresof 1-CPNI to Third Parties

The WUTC had before it real world evidence of an opt-out notice scheme. Qwest had
sent opt-out notices to its customers (in violation of the WUTC rules and in reliance on the
Tenth Circuit’s decision), resulting in significant adverse public reaction. The WUTC received
some 600 written comments from consumers and also received oral comments from consumers
at two public comment hearings. The WUTC concluded that customers clearly felt harmed as
aresult of an opt-out system. WUTC Order 1 13, 77-81.

In developing its rules, the WUTC assumed that U. S. West v. FCC was correctly
decided. WUTC Order 1 32. Accordingly, the WUTC baanced consumers' interestsin
maintaining actua control over the privacy of their phone records and possible First
Amendment rights of companies, taking afar more exacting gpproach to these competing
interests than did the FCC in its 1998 rules. The WUTC evaduated existing Sate law
concerning the privacy of, and the right to control the dissemination of information about
private communications, finding that customers expectations, as expressed in comments to the
WUTC, were supported by state law. WUTC Order 11 66-71; see Part 11.B.2.a., supra.

.  ARGUMENT

A. Standard for Issuing a Preliminary Injunction

To obtain apreliminary injunction, Verizon must show “either (1) acombination of
probable success on the merits and the possibility of irreparable harm; or (2) that serious
guestions are raised and the balance of hardshipstipsinitsfavor.” Sammartano v. First

Judicial Dist. Ct., 303 F.3d 959, 965 (9" Cir. 2002), quoting A & M Records v. Napster, Inc.,
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239 F.2d 1004, 1013 (9'" Cir. 2001). These two tests “represent two points on adiding scalein
which the required degree of irreparable harm increases as the probability of success

decreases.” Napster, 239 F.2d at 1013.2° However, where, as here, the public interest is
involved, the Court must determine whether the public interest favors the plaintiff.

Sammartano, 303 F.3d at 965.>" Accordingly, in the sections below, we address the three
factors the court must consider: (1) the merits of Verizon's conditutiond daims; (2) the

relative hardships of the interested parties; and (3) the public interest.

B. The WUTC Consumer Privacy Rule Does Not Unconstitutionally Abridge
Verizon’s Right to Freedom of Expression

In the unregulated competitive marketplace, access to, and use of, a customer’s
persond information is governed by contract or tort law. Even in a competitive marketplace,
Congress and the states have intervened to limit certain uses of information by companies®
See WUTC Order at 162, fn. 25. However, contracts between regulated telecommunications
carriers and their customers are heavily regulated by statute. At the dtate level, the WUTC
regulates the rates, services, and practices of telecommunications companies, including
Verizon. RCW 80.36; State ex rel. Public Service Comm' nv. Skagit River Telephone &
Telegraph Co., 85 Wash. 29, 36, 147 P. 885 (1915) (describing authority as “plenary”). The

WUTC approves tariffs which set the terms and conditions of service between company and

18 The Ninth Circuit has also articulated a “traditional test,” involving four factors, including a“public
interest” factor. See, e.g., Cassimv. Bowen, 824 F.2d 791, 795 (9th Cir. 1987). Whatever the nuances between the
two tests, proper application of either should result in adenial of Verizon’s motion.

" In aFirst Amendment context, the Ninth Circuit has held that though the public interest in maintaining
afree exchange of ideasis great, that interest may be “overcome by a strong showing of other competing public
interests, especially where the First Amendment activities of the public are only limited, rather than entirely
diminated.” Sammartano, 303 F.3d at 974. The only commercial speech case that Verizon citesfor the
proposition that even a day’ sinterference with a protected speech interest constitutesirreparable injury isS.O.C,,
Inc. v. County of Clark, 152 F.3d 1136, 1148 (9th Cir. 1998). But the court in that case was concerned that the law
in question restricted both commercial and fully protected speech that was subject to heightened protection. Id. at
1144. Suchisnot the case here.

18 For alisting of some of those laws, and for ageneral discussion of the relative merits of opt-in and opt-
out systems, see Jeff Sovern, Opting In, Opting Out, or No Options at All, the Fight for Control of Personal
Information, 74 Wash. L. Rev. 1033, 1042 (1999).
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customer (RCW 80.36.110, .130), and it regulates individua specia contracts between the
company and larger commercia customers. RCW 80.36.150. Therefore, the terms under
which Verizon may acquire and use private consumer information is highly regulated “in the
public interest” by the WUTC. See RCW 80.01.040(3). For this reason, among others, the
WUTC' s privacy rules do not implicate Verizon's Firs Amendment commercid speech rights.
But, even if they areimplicated, under the U. S West case, the WUTC accommodated those
interests gppropriately in consdering and adopting the Rule.

1 The WUTC's Regulation of Telecommunications Companies
Mining of Consumers Individually Identifiable Call Detail Records
Does Not I mplicate any Recognized Speech Right of Verizon

Verizon argues that the WUTC rules redtrict its First Amendment rights by resiricting
its communications with its customers and limiting internd discussons within the company.
Verizon Motion at 8-18. However, there is nothing in the WUTC rulesthat redtricts Verizon
from proposing commercid transactions (the core of commercid speech) to existing or
prospective cusomers. Nor isthere any restriction on the means of communication among
Verizon personne. All that is redtricted is the use of confidentia information Such restriction
does not implicate the First Amendment.

Verizon relies on cases that involved government efforts to limit the means of
communication. Verizon Motion at 8-11, citing Virginia State Board of Pharmacy v. Virginia
Citizens Consumer Council, Inc., 425 U.S. 748 (1976) (advertising); Edenfield v. Fane, 507
U.S. 761, 765-66 (1993) (in person solicitation); and Shapero v. Kentucky Bar Ass'n, 486 U.S.
466 (1988) (direct mail). The WUTC rules do not prevent Verizon from any means of

communication. Verizon may advertise, solicit customersin person, or send direct mailings.
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A better precedent is Los Angeles Police Dept. v. United Reporting Corp., 528 U.S. 32
(1999), in which the Supreme Court held that no Firss Amendment right was implicated by a
Cdlifornia tatute’' s denia of accessto arrestees names and addresses by a private publisher
that would sdll the information. The Court agreed with the government that “the section in
question is not an abridgement of anyone s right to engage in speech, be it commercia or
otherwise, but smply alaw regulating access to informetion in the hands of the police
department.” 1d. at 40. The Court did Sate that “[t]hisis not a case in which the government
is prohibiting a gpesker from conveying information that the speaker aready possesses.” |Id.
However, under Washington law, telecommunications companies are regulated, and the terms
and conditions under which they contractually may acquire and use customer information is
subject to WUTC regulation. They possess cdl detall information for alimited purpose—to
useit in connection with providing service and to hill for that service. See Section 11.B.2.b.,
infra. Inshort, cal detal is not the phone companies information to use for any purpose they
find commercialy advantageous.

Accessing information does not implicate the First Amendment except in very limited
circumstances such as theright of the press to be present at trials. Asthe Supreme Court has
dated: “The right to spesk and publish does not carry with it the unrestrained right to gather
information.” Zemel v. Rusk, 381 U.S. 1, 16-17 (1965); cf. Seattle Times v. Rhinehart, 467
U.S. 20 (1984) (upholding protective order forbidding newspaper from publishing information
which it deemed newsworthy but had obtained through pretrid discovery in alibe suit);

Houchinsv. KQED, 438 U.S. 1, 15 (1978) (“Neither the First Amendment nor the Fourteenth
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Amendment mandates aright of access to government information or sources of information
under the government’ s control”).

Verizon may argue that the regulation is not so much aredtriction on saes agents
access to the information as aredtriction on the agents' ability to talk to the customer about the
information they dready “know.” But this theory iswesakest asit concerns “call detail.” Itis
one thing to regard as a burden on speech arule that governs companies’ use of information
about the services a customer buys from that company and how much he or she spends on
those services during ahilling cycle (information thet is not “cal detail” and which the WUTC
rulestreat lessredrictively). Itisasggnificant legp, however, to say that dl of the company’s
marketing personnel and sales agents (e.g., telemarketing firms) “know” the specific cdlsa
customer makes and receives. |n other words, with particular regard to cal detail, which
should not be within the general knowledge of sales agents, the express gpprova requirement
IS more accurately arestriction on access rather than arestriction on speech.

Thisargument was not before the U. S. West court because at issue there was the whole
category of individudly identifiable CPNI, including the types of service offeringsto which
the customer subscribes and the extent to which the service is used.*®

Verizon dso dleges harm to non-commercid speech: its ability to communicate within
the companies to design new products?® Even if true, this too only concerns restrictions only

on access to information; it does not implicate the Firs Amendment. Far from being entitled

19 A number of commenters have criticized the U.S West analysis. E.g., Juli Tuan, U.S. West v. FCC,
2000 Berkley Tech. L. J.,, 353, 367; Andrew Dymek, A Clash Between Commercial Speech and Individual
Privacy: U.S West v. FCC, 2000 Utah Law Rev. 603.

20 Thisargument isared herring. Aside from asserting a harm that was never raised inany party’s
comments to the WUTC in the rulemaking before the Commission, it simply isincorrect that Verizon’'s product
development will be limited without accessto call detail information from its Washington customers. See Section
I11.D, infra.
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to heightened protection as “non-commercia speech” (see Verizon Mation at 19), these
activities are not even linked to any expresson on the part of the company. At most, Verizon's
adlegations related to its product development activities raise commercia speech consderations
no different than those raised with repect to internal company communications thet are in aid
of “the ultimate commerdia solicitation.” SeeU. S West, 182 F.3d at 1233, n.4.%

2. Evenif the WUTC Rules Implicate Verizon's Protected Speech
Rights, the Rules Nonetheless Pass M uster under the Central
Hudson Test for Regulation of Commercial Speech as Applied by
the Tenth Circuitin U. S. West v. FCC

Following the Central Hudson test for determining whether aregulaion of commerciad
speechisvdid, 447 U.S. a 566, we argue: (1) the WUTC Rules advance a substantia
governmenta and public interest in maintaining confidentidity of cal detall and limiting its
use absent express approval; and (2) the rules are narrowly tailored to serve that interest.??

a. The WUTC Rules Advance a Substantial I nterest

In recent years, there has been heightened public concern about disclosure of persond
information. WUTC Order 11 45-46. The capabilities of companies or individuas to merge

one data base with another can give rise to many potentia abuses. 1d. 1146, 59, 60. The

%1 See also See Dun & Bradstreet v. Green Moss Builders, 427 U.S. 749, 758-59 (1984) (“It is speech on
matters of public concern that is at the heart of the First Amendment’ s protection . ... Incontrast, speech on
matters of purely private concern is of less First Amendment concern.”); Trans Unionv. FTC, 267 F.3d 1138,

1139 (D.C. Cir. 2001) (credit reporting agency’ s development and sale of mailing lists of consumers who had
engaged in certain transactions as evidenced in Trans Union’ srecords, was only entitled to intermediate scrutiny
because it concerned no public issue and was solely in theinterest of the speaker and its specific business
audience). Commercial speech that is twice removed from an actual commercia solicitation does not thereby
become entitled to the same level of scrutiny as, for example, the speech on public issuesthat is at the heart of the
First Amendment.

22 Verizon attempts to characterize the rules as a prior restraint or a content-based regulation to which
strict scrutiny should apply. Verizon Motion at 9. That argument iswholly at odds with the U. S West case on
which Verizon's arguments otherwiserely. The court in U.S West analyzed the FCC’s CPNI Order under
Central Hudson’ sintermediate scrutiny analysis. Verizon's arguments also are at odds with arecent D.C. Circuit
opinion analyzing the constitutionality of restraints on dissemination of individually-identifiable financial data.
TransUnionv. FTC, 267 F.3d 1138 (2001) (applying intermediate scrutiny in upholding an order of the Federal
Trade Commission directing Trans Union, a credit reporting agency, to stop selling mailing lists culled from
credit information about individual consumersto target marketers).
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sample fact isthat consumers have an expectation that certain information about them and their
activitiesisther personal business, and if someone obtainsit and uses it without their
permisson, they are harmed. 1d. Y 74-81.

Customers of telephone companies do not voluntarily disclose to the company the
details of whom they call, who callsthem, and for how long (i.e,, cal detail).?® Call detail data
ismerdy incidental (though adminigratively essentid) to the relationship between the
customer and the telecommunications company. The WUTC's Order points out that
telecommuni cations companies are necessarily engaged in akind of licensed wiretapping,
owing to the necessities of technology, the way the indudtry is regulated, and the way hilling
traditionaly has been handled for toll (long distance) service. Id. {1 38-44.

While cal detail may appear benign, this data can be processed and trandated into
subscriber profiles that may contain information about the identities and whereabouts of
subscribers friends and relatives, which businesses patronize, about when subscribers are
likely to be home and awake, product and service preferences, and about the subscriber’s
medica, business, client, saes, organizational, and politica telephone contacts. WUTC Order
11 49-65; Juli Tuan, Note: U.S. West, Inc. v. FCC, 15 Berkeley Tech. L.J. 353, 369 (2000).

With specific regard to in-company use of CPNI, and particularly caling data, the
WUTC found that the risk of disclosures that may result in embarrassment, pecuniary 10oss, or
threats to safety islikely to increase the more the information is permitted to flow to additiond
company personnd and agents. 1d. 156-57. Even if it were possble, however, to ensure that

information would not be disclosed with these harmful results through the negligence or

23 And, contrary to the assertion by Verizon, in the vast majority of cases, at least in the case of local
service, the customer has not “ chosen arelationship with the particular carrier.” Verizon Motion at 13. For local
service, local exchange companies such as Verizon are effective monopolies.
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dishonesty of company employees or agents, the unexpected and un-consented-to invasion and
appropriation of highly sengtive data about one s communicationsisitsdf awrong. Itisakin
to, if not literally, an invasion of one's property.?*

There have been many recent federa statutes limiting use of persona data by
companies. See WUTC Order 62, n. 25.2° Washington's statutes contain extraordinary
privacy protection for telephonic communications®® It is both acrimind offense?’ and abasis
for civil liability?® for anyone to intercept or record private communications transmitted by
telephone without the prior consent of dl parties to the communication.?® The
“communications’ covered include not just the content of the conversation between the parties,

but aso the diaing from one telephone number to another.*

24 Spe Shulman v. Group W Production, Inc., 18 Cal.4™ 200, 955 P.2d 469, 489, 74 Cal.Rptr.2d 843
(1998) (“Itisintheintrusion casesthat invasion of privacy ismost clearly seen as an affront to individual dignity.
A measure of control over the conditions of its abandonment is of the very essence of personal freedom and
dignity, is part of what our culture means by these concepts”).

%5 For example, the Cable Privacy Act of 1984, 47 USC § 551, prohibits cable television providers from
even collecting personally identifiable information concerning a subscriber without the prior written or electronic
(i.e., opt-in) consent of the subscriber concerned exc ept as necessary to render service. Additionally, the
information that is collected as necessary to render service must be destroyed when it is no longer necessary for
the purposes for which it was collected.

26 Washington also has a strong constitutional protection of privacy interests. Articlel, section 7, of the
Washington Constitution states: “No person shall be disturbed in his private affairs, or his home invaded, without
authority of law.” This provision has been interpreted to provide greater protection than the Fourth Amendment
to the United States Constitution. State v. Gunwall, 106 Wn.2d 54, 720 P.2d 808 (1986).

27 Under RCW 9.73.080, anyone who violates RCW 9.73.030 (Violating Right to Privacy) isguilty of a
gross misdemeanor.

28 RCW 9.73.060.

29 RCW 9.73.030 provides. “(1) Except as otherwise provided in this chapter, it shall be unlawful for
any individual, partnership, corporation, association, or the state of Washington, its agencies, and political
subdivisionsto intercept, or record any:

(a) Private communication transmitted by telephone, telegraph, radio, or other device

between two or more individual s between points within or without the state by any device

electronic or otherwise designed to record and/or transmit said communication regardless

how such deviceis powered or actuated, without first obtaining the consent of all the

ggrti cipants in the communication”

Private communication under RCW 9.73 includes “the dialing from one telephone number to
another.” Statev. Riley, 121 Wn.2d 22, 34 (1993); Statev. Gunwall, 106 Wn.2d 54, 69 (1986); RCW 9.73.260
specifically providesthat acourt order isrequired for any person to use a*“ pen register” (adevice that identifies
all outgoing local and long distance numbers dialed, whether the call is completed or not) or a“trap and trace

MEMORANDUM IN RESPONSE TO 15 ATTORNEY GENERAL OF WASHINGTON
Utilities and Transportation Division

MOTION FOR PRELIMINARY 1400 S Evergree? Park Drive SW

INJUNCTION PO Box 40128

Olympig, WA 98504-0128




© 00 N oo o b~ W N P

N RN N N N NN B PR R R R R R R,
o 0 K W N B O © 00 N 0 O » W N B O

The law contains alimited exception for activities “in connection with services
provided by a common carrier pursuant to its tariffs on file with the Washington utilities and
trangportation commission or the Federal Communication Commission.”3! In other words,
Washington law recognizes that companies recording certain kinds of “cal detal” can only do
S0 pursuant to WUTC and FCC regulation. Part of the WUTC' sintention in adopting its
privacy rules was to reconcile the gap between Washington’s statutory protections on the
privacy of communications and the FCC's CPNI framework.

The WUTC explained that its objective is not to curb marketing per se, or even targeted
marketing. WUTC Order 158. The WUTC rules seek to redress three different kinds of harm:
(1) the potentid for embarrassment, pecuniary loss, or threats to safety if one's telephone
cdling records become generdly available, (2) regardiess of whether such harm results, the
harm of having one' s private sphere invaded without one' s consent, and (3) the consequent
chilling effect on customers' free speech and free association over the telephone. 1d. §35. In
other words, the WUTC opt-in requirement seeksto alow customersto control the creation of
new points of exposure to their privacy.

TheU. S West court agreed with the FCC “that privacy may riseto the leved of a

ubgtantia state interest” for purposes of Central Hudson' s intermediate scrutiny andyss. 182

device” (adeviceto record the number of an incoming call) on someone’ s phone line, and only law enforcement
officers may petition for such orders. Telecommunications companies equipment is necessarily exempted from
the definition of pen register:
such term does not include any device used by a provider or customer of awire or electronic
communication service for hilling, or recording as an incident to billing, for communications
services provided by such provider or any device used by aprovider or customer of awire
communication service for cost accounting or other like purposes in the ordinary course of its
business.
RCW 9.73.260(1)(d). What is noteworthy about this exemption isthat it is not a blanket exception for phone
companies, but an exception the companies are allowed for alimited purpose—specifically, billing and
accounti 29

RCW 9.73.070(2).
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F.3d at 1234. It found that “ privacy may only condtitute a substantial state interest if the
government specificaly articulates and properly judtifiesit.” Id. at 1235. The WUTC has
done exactly that.>?

The record before the WUTC supports the Commission’ s finding of a substantial
privecy interest. The WUTC heard from many members of the public, consumer
organizations, and the Public Counsel Section of the Washington Attorney Generd’ s Office.
Indeed, the Office of Public Counsel submitted a strong letter to the FCC from the Attorneys
Generd of 38 states advocating for across the board opt-in rules®® Unlike the record at the
FCC, the record at the WUTC contained actua experience, that of Qwest, of an opt-out
mechanism. It ended in a public relations disaster 34

b. The WUTC’s Regulations Are Narrowly Tailored to Advance the
Privacy Interest that the WUTC Seeksto Protect

Unlike the FCC rules vacated in U. S West, the WUTC rules are narrowly tailored to
advance the privacy interest expressed. The WUTC crafted its rules with particular attention
to the Central Hudson test, as appliedin U. S West. See WUTC Order 1 32-37. Therules

seek to protect customers reasonable expectation that their records of communications over

32 \/erizon’ s memorandum states that “No court, to Plaintiffs’ knowledge, has ever recognized a
protected privacy interest in the communication of information that is compiled by a service provider as between
that provider and an existing customer.” Verizon Motion at 14. It ishardly surprising, and it is not particularly
telling, that thereis no First Amendment case law specifically holding that thereis a“substantial” privacy interest,
within the meaning of Central Hudson, as between a company and an existing customer. In order for there to be
such aholding it would first be necessary for alitigant to successfully press the theory that a company has a First
Amendment right to use, for its commercial purposes, any and all information it obtains as aresult of providing a
serviceto its customer, no matter how private the information. This paucity of decisionsis not for lack of laws
that protect confidential information from commercial uses that include marketing additional servicesto existing
customers.

33 WUTC Order 160. A copy of those comments s attached to the Sommerville Declaration as Exhibit
2. Many of the commenters advocated stronger opt-in rules. Indeed, Commissioner Richard Hemstad dissented
,expressing the view that the all I-CPNI should be subject to opt-in approval, adopting, and elaborating upon, the
arguments of the dissenting judge inU. S West. WUTC Order at 42-47.

341 d. 19 74-81. One angry member of the public told the WUTC: “I need atelephone; therefore | do
business with Qwest. | did not ever grant them permission to make money off me, to solicit from me, to provide
information about me to anyone for any reason.” Id. 1 80; see Blackmon Decl. § 21.
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the telephone not be invaded without their consent. The only way to prevent thisharmisto
require express consent. Where aparticular kind of use or access to data about one' s sif is
clearly and reasonably beyond one' s expectation, it is clearly inadequate to rely on some form

of implied consent. But by carving out “cal detall” from CPNI, and giving it more protection,
the rules address the most telling privacy needs, while gill accommodating the commercid

needs of the companies. The companies retain abroad array of dternatives for obtaining the
express consent that its rules require as well as broad avenues for product development and
marketing. See Section I11.D, infra. Blackmon Dedl. 8-9. Thistailoring of the WUTC rules

addresses the third and forth prongs of the Central Hudson test.*®

C. The WUTC Rules Are Not Unconstitutionally Vague

Verizon makes two dlegations of vagueness. (1) it isimpossible to know if plaintiffs
accessing of cdl detail in order to compile aggregate monthly data is prohibited; and (2) the
definition of “associated company” is vague, because what congtitutes “control” of another
entity isnot defined. Verizon Mation at 20.

In support of itsfirst assertion, Verizon argues that the definition of “cal detall”
excluding “the amount spent monthly by a specific customer on long distance cdls,” (Wa.

Admin. Code § 480-120-213(2)) makes no sense: “[T]he only way a company could compile

35« Almost all of the restrictions disallowed under Central Hudson's fourth prong have been substantially
excessive, disregarding ‘far less restrictive and more precise means.”” Board of Trustees of State Univ. of N.Y. v.
Fox, 492 U.S. 469 at 479 quoting Shapero v. Kentucky Bar Assoc., 486 U.S. 466, 476 (1988). Thetailoring effort
by the WUTC did not result in an* substantially excessive’ result. In arelated context, the D.C. Circuit stated:

Although the opt-in scheme may limit more [of the plaintiff’s| speech than would the opt-out

scheme the company prefers, intermediate scrutiny does not obligate courtsto invalidate a

remedial scheme because some alternative solution is marginally lessintrusive on a speaker’s

First Amendment interests. So long as the means chosen are not substantially broader than

necessary to achieve the government’ sinterest, aregulation isnot invalid simply because a

court concludes that the government’ sinterest could be adequately served by some less-speech-

restrictive alternative.

Trans Union Corp. v. FTC, 267 F.3d 1138, 1142 (D.C. Cir., 2001) (upholding Federal Trade Commission’s order
to stop selling target marketing lists based on data about consumers in the possession of credit reporting agencies,
such as, possession of an auto loan, a department store credit card, or two or more mortgages).
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such information would be to examine the actud call records and numberscaled, i.e., use
information that appears to be defined as‘ cal detall.’” Verizon Motion at 20. However, the
concept of usng data that has been aggregated and stripped of persona identifersis not new.
Congress utilizes the same ideain Section 2223 The obligation to obtain customer approva
for use, disclosure, or permission of access to individually identifiable CPNI does not extend to
“aggregate customer information” (47 USC 8§ 222(c)(3)), defined as* collective data that
relates to agroup or category of service or customers, from which individua customer
identities and characteristics have been removed.” 1d. (f)(2).

The WUTC incorporated, as alimitation on its definition of cal detall, this same
concept of aggregation. Both Congress and the WUTC recognize that this information about
customers exists in acomputer database as aresult of the companies operationa activities.
The question is, what kind of areport may the company ask that database to produce that the
company may then use for marketing purposes and provide, for example, to itstdemarketing
agents? The WUTC has answered this question by redtricting use of highly sengtive
information, but permitting that same information to be aggregated into less persondly
sengtive datafor more liberd use.

Verizon's second asserted claim of vagueness likewise should fail. The Commisson’s
definition of “associated company” isidenticd to the definition of “affiliate’ in one of the
magjor pieces of federd privacy legidation—namely the provisons of the Gramm-Leach-Bliley

Act governing financid inditutions' disclosures of non-public persond information about their

%The concept is used in other privacy statutesaswell. E.g., Cable TV Privacy Act of 1984, 47 U.SC. §
551(a)(2)(A) (“theterm ‘personally identifiable information’” does not include any record of aggregate data which

does not identify particular persons’); see also the federal department of health and human services rules
concerning privacy of health related information. See definition of “summary health information” at 45 C.F.R.
§164.504.
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customers. 15 U.S.C. 8§ 6809(6). The WUTC chose to define the “corporate family” within
which atedlecommunications company may share noncal-detail CPNI (subject merely to the
customer’ s opportunity to opt-out) with reference to “common control” to avoid a Stuation in
which a company might exchange ardatively minor amount of stock with another company
(and thereby meet the definition of an &ffiliate) and thereby gain theright to share information
without express customer gpproval. See e.g. 45 C.F.R. § 164.504 (defining “common control”
for purposes of federd rulesimplementing privacy provisons of Hedth Insurance Portability
and Accountability Act). Further, the Supreme Court has held that, with respect to the closely
related Firs Amendment principle of overbreadth, it * applies weakly, if a dl in the ordinary
commercia context.” Batesv. State Bar of Arizona, 433 U.S. 350, 380 (1977). The
judtification for the overbreadth principle is aosent in the context of commercia speech.
Because “advertising islinked to commercia wdl-being, it [therefore] seems unlikely that
such speech is particularly susceptible to being crushed by overbroad regulation.” Id. at 381.

D. Verizon Will Be Harmed Minimally, If at All, When The WUTC Rules Go
Into Effect January 1, 2003

Citing to cases involving redtrictions on newspapers, Verizon argues that loss of any
opportunity to use cal detail even for a“single day” condtitutes “irreparable harm.” Verizon
Motion at 21. Putting aside the ingpt analogy between the fully protected speech of a
newspaper publisher and the use by a teephone company of private information to sdl more
products, the facts smply do not demondrate that Verizon will suffer any significant harm, let
aone “irreparable harm” commencing January 1, 2003.

Verizon dleges harm from the confusion to customers that would result if Verizon

were to send opt-in notices to customers in January and later, assuming it prevails on the
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merits, sends those same customers (or those who did not opt-in) notices letting them opt- out.
We suspect thisisfear not of confusion of alater opt-out notice, but alegitimate fear of the
public outcry that such an opt-out notice will cause, as evidenced by the Qwest experiencein
early 2002. WUTC Order 1Y 74-81; Blackmon Decl. 1f120-21. In any event, the record shows
that the majority of consumers who receive opt-out notices either do not notice or do not
comprehend them. WUTC Order 111 85, 86 and fn. 45-48. Those people would not be
confused. Any confusion to the remaining consumers, who do pay attention, could be
minimized by appropriate wording and formatting of the notices by Verizon.®’

Verizon's main evidence on harm is contained in the Declaration of Maura Breen.
Virtudly every use of CPNI that she identifies would not require any notice to the customer,
whether opt-in or opt-out.

1 The Washington Privacy Rule Will Not Significantly Affect
Verizon’s Product Development Efforts

Ms. Breen states that Verizon uses CPNI to develop specidly tailored products. “These
uses of CPNI are banned under the WUTC rules absent prior written or otherwise verified opt-
in consent.” Breen Decl. 14. The perceived restrictions posed by the rules are not as
insurmountable as Ms. Breen assarts. Verizon may use cdl detail as it wishes, with no
approva by the customer, so long asit removes the identity of the specific customers from the
data. Blackmon Dedl. {16. Ms. Breen does not explain why individudly identifigble
information is required for product development, other than to make an unsupported assertion

that Verizon's computer system lacks the capability to discern cdl detail from other types of

37 For example, Verizon, in any opt-in notice, could include a paragraph that explains that VVerizon is
challenging the entire opt-in processin thislitigation and inform the consumersthat if Verizon is successful, it
may send out an opt-out notice at a subsequent date.
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CPNI. Breen Decl. 11 12-13. Further, presumably, Verizon develops products on a
nationwide basis — what apped s to consumersin Cdifornialikely would gpped to consumers
in Washington.

2. The Washington Privacy Rule Will Not Significantly Affect
Verizon's Marketing Efforts

Likewise, Ms. Breen overdtates the effect the WUTC rules will have on Verizon's
marketing activities. Marketing need not be “silenced.” For example, the rules would alow
outbound marketing (calls from the company to a customer) in which the telemarketer could
provide ora notice and, if granted permission, call detail could be used. Blackmon Decl. {1 8-
9. Verizon aso wishesto use “pop-up’ advertiang in association with its web sSte, which it
could do using persond information (but not cal detail). Under the new rules, aslong asthe
customer is on the web dte, Verizon can use “pop-up” technology to ask if the customer would
liketo “opt-in” so that the company can use cdl detal to help guide the customer to amore
economica set of Verizon services. With such approva, Verizon then could use cal detail.

Id. §12.
Dr. Blackmon sets forth an example of how Verizon may make full use of cdl detall

under the WUTC rulesin its commercia communication with cusomers.

a Verizon usssits cal detail datawith persond identifiers removed
to develop various product offering. No notice or approva isrequired for this
use.

b. Verizon informs customers that it will be usng persond account
information (excluding call detail) for marketing purposes unless the customer
opts out of thisuse. This notice uses the opt-out gpproach that Verizon favors.
Depending on the service being marketed, even this opt-out notice may not be
required.

C. For those customers who do not object in response to the opt-out
notice, Verizon uses the monthly data on cdling patternsto produce alist of
target customersfor its telemarketing cdls.

d. Verizon makes telemarketing calls to those target customers.
During the call the Verizon tdlemarketer provides ora notice and, if the
customer approves, immediately uses cdl detall to market the service to the

customer.
MEMORANDUM IN RESPONSE TO 2 ATTORNEY GENERAL OF WASHINGTON
Utilities and Transportation Division
MOTION FOR PRELIMINARY 1400 S Evergree? Park Drive SW
INJUNCTION PO Box 40128

Olympig, WA 98504-0128




© 00 N oo o b~ W N P

N RN N N N NN B PR R R R R R R,
o 0 K W N B O © 00 N 0 O » W N B O

Blackmon Decl. 9. Of course, Verizon may not be ableto do al it would like to do with call
detall. 1t will not be able to merge cal detail data with other data that it may obtain, such as
financia and credit data, property ownership, and department store purchases. Thisisone area
where the WUTC rules are dricter than the federd rule. Blackmon Dedl. 1 6.

In sum, Verizon's commercia speech would not be silenced; its product devel opment
would not be “banned.” Verizon can continue to advertise, use telemarketers, and otherwise
exercise its commercid speech rights during the pendency of thislitigation. In short, thereis
no irreparable harm.

E. If the WUTC RulesDo Not Take Effect on January 1, 2003, and Verizon
Implements an Opt-Out Program for Use of Some CPNI, then Consumers
Will Belrreparably Harmed

If the prdiminary injunction is granted and Verizon implements an opt-out program for
use of some CPNI, then consumers will be irreparably harmed. There would be at least two
types of actud harm.

Firgt, there would be damage to the privacy interests described in Section 111.B.2.3,
above. The gppropriation for acommercid use of one's private information is permanent; the
damage would be irreparable. Thereis a reasonable expectation that the details of one's
telephone calls are private. Indeed, thereis tangible evidence of such harm. When Qwest sent
out opt-out notices, there was apublic outcry. Blackmon Decl. 1 21; WUTC Order Y 74-81.

Second, there would be damage to the First Amendment rights of consumers. Asthe
WUTC described, Verizon's consumers use the telephone to communicate in confidence with
others. To dlow the detailed records resulting from those cals to be used by the telephone
company — the conduit of the cusomers communications — would violate the consumers

confidence that their cals are soldly their persond affairs. WUTC Order 35.38

38 Finally, there could be an economic incentive to mislead customers. CPNI could be used to “upsell”;
the company could use call detail to help sell more and better products. While there is nothing necessarily wrong
about that (except for the appropriation of private information), the incentiveto “upsell” hasin Washington has
led to many consumer complaints against Qwest for selling products that customers do not need. Blackmon Decl.
113
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F. The Public Interest Favors Denial of Verizon’s M otion

The ggnificant rights of privacy associated with the right to communicate and associate
with others require the public interest factor to weigh in favor of denid of Verizon's motion for
apreiminary injunction.

G. Applying the Standards for a Preliminary Injunction, Verizon’s Mation for
a Preliminary Injunction Should Be Denied

Verizon's motion should be denied. It has demonstrated neither “probable success on
the merits’ nor “irreparable injury.”  Further, the WUTC acted well within the confines of the
law as articulated by the Tenth Circuit in U. S West and any balancing of the hardships favors
the WUTC and the consuming public. Finaly, the public interest in this case favors denid of
Verizon's motion.

V. CONCLUSION

Accordingly, the defendant Commissioners of the WUTC request that the Court deny
Verizon'smotion for apreiminary injunction. Alternately, should the Court have questions
about the harm as dleged by Verizon, the Court could continue consideration of this motion to
alow limited discovery as requested in our motion to compel discovery and then consider
supplemental memoranda of the parties.

DATED this 9" day of December, 2002.

CHRISTINE O. GREGOIRE
Attorney Generd

JEFFREY D. GOLTZ, WSBA No. 5640
Deputy Attorney Generd

JONATHAN C. THOMPSON, WSBA No. 26375
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