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THE HONORABLE BARBARA ROTHSTEIN

UNITED STATESDISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE
Verizon Northwest, Inc., Bell Atlantic NO. CV02-2342R
Communications, Inc. d/b/aVerizon
Long Distance, NYNEX Long Distance DECLARATION OF GLENN
d/b/a Verizon Enterprise Solutions, BLACKMON IN OPPOSITION
Verizon Select Services, Inc., and TO PLAINTIFFS MOTION FOR
Verizon Services Corporétion, A PRELIMINARY INJUNCTION
Plantiffs,
V.

Marilyn Showalter, Chairwoman; Petrick
Oshie and Richard Hemstad,
Commissoners, intherr officid

cgpacities as members of the Washington
Utilities and Trangportation Commission,
and Washington Utilities and
Trangportation Commission,

Defendants.

I, GLENN BLACKMON, Ph.D., pursuant to 28 U.S.C 8§1746(2), declare under

pendty of perjury asfollows.

DECLARATION OF ATTORNEY GENERAL OF WASHINGTON
Utilities and Transportation Division
GLENN BLACKMON- 1 1400 S Evergreen Park Drive SW

PO Box 40128
Olympig, WA 98504-0128




© 00 N oo o b~ W N P

N RN N N N NN B PR R R R R R R,
o 0 K W N B O © 00 N 0 O » W N B O

1 | am the Assigant Director for Tdecommunications of the Washington Utilities
and Trangportation Commisson (WUTC). A copy of my background and experience is
atached as Exhibit 1 to this declaration. In the course of my responshilities | have become
familiar with the services and practices of telecommunications companies, including Verizon
Northwest and its related Verizon companies, that operate in the State of Washington. | am
familiar with the rules adopted by the WUTC that the plaintiff Verizon companies chdlenge in
thisaction.

2. The atorneys for the State defendants in this action asked me to review the
Dedlaration of Maura Breen filed in support of plantiffS motion for a preiminary injunction
and to provide testimony in response to Ms. Breen's characterization of the WUTC rules and to
rebut some of her dlegations of how the Verizon companies will be harmed when the Rule
takes effect on Januay 1. | am over eighteen years of age, an competent to make this
declaration, and make it upon personad knowledge.

3. In sum, and as eaborated upon below, it is my opinion that Ms. Breen
miscomprehends the reach of the WUTC rules and has severdly overdated its impact on the
operations of the Verizon companies.

4. Ms. Breen generdly overstaes and misrepresents the effect on Verizon of the
Washington rule, particularly a paragraph 21 where she says tha it would “Slence commercia
and non-commercid speech of VSC and the Verizon entities in the State of Washington.” She
misunderstands or misrepresents the rules in severd key respects. (@) She falls to acknowledge
that even the most sendtive and detailed information about customer telecommunicetions uses

IS not subject to the WUTC rules a al once the persond identifiers are removed; (b) She fals
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to acknowledge that much of the customer-specific information that would be used to target the
marketing of services is not included in “cal detal” and therefore is not subject to opt-in
approva when used within the company; and (c) She fails to acknowledge that the rule provide

a reasonable method for telecommunications companies to obtain informed opt-in approva

during atelemarketing cdl.

l. USE OF CALL DETAIL TO DEVELOP PRODUCTS, SERVICES, AND
MARKETING
5. In her declaration, in paragraph 21, Ms. Breen opines that the WUTC rules

would “slence commercid and non-commercia speech of VSC and the Verizon entities in the
State of Washington.” Ms. Breen is smply wrong in her underganding of the impact of the
rues on Veizon's adlity to use cusomers private information, incuding cdl detal, to
develop products and services or its agpproach to marketing those products and services.
Verizon and other tdecommunications companies can use cal detal for these marketing
purposes with no notice to the cusomer and with no gpprova by the customer, so long as it
fird removes the identity of specific cusomers from the data Verizon's marketing staff and
any contractors or partners could be provided with a rich data set that reveds a complete cross-
section of customers cdling patterns, choice of services options, and spending levels, as long
asthat data set did not include the identity of theindividua customers.

6. While the rules do not diminate Verizon's ability to use cdl deal in marketing,
they do redtrict Verizon from some marketing activities that it might otherwise engage in. To
the extent Verizon's current or planned marketing practices include the merging of its cal
detail data with other data that identifies a particular person’s income, grocery and department

sore purchases, credit and debit card purchases, banking and financid service reationships,
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red edate ownership, automobile ownership, televison viewing habits, age, maritd and family
daus, Internet gte vidts, education level, credit hisory and score, crimind history, politica
afiliation, religious association, and other persond characteristics, these practices would be
redricted by the rules. This use of cdl detal as part of a larger persona profile would not be
possible once the customer’s identity has been removed. Therefore Verizon would have to tell
the customer about this use of the cdl detall and obtain the customer’s opt-in approva before
induding cdl detall in such a data sst. This levd of customer privacy protection is not
provided by the federd rulesthat \Verizon prefers.

7. Ms. Breen generdly overdaes the amount of information that is included in
“cadl detal” and in doing sO underdates the degree to which individudly identifisble
information is avalable for marketing purposes. The rules redrict the use of cal detal, but
they exclude from cdl detal the types of information that would be used in the various
examples offered by Ms. Breen. Such customer characteridics as (&) having a high monthly
toll bill, (b) subscribing or not subscribing to a particular service, or (¢) making a large volume
of interndtiond cdls ae not cdl ddal. Therefore, these individudly identifigble
characterigtics can be used by Verizon for marketing purposes without obtaining the
customer’ s opt-in approvd.
I. USE OF CALL DETAIL IN TELEMARKETING

8. Ms. Breen's declaration aso fails to acknowledge that the WUTC rules dlow
Verizon to use even the most sensitive cal detal information for marketing purposes during a
telemarketing cdl if it firs obtains the customer’s permisson. Verizon need not have provided

any written notice beforenand. During an outbound marketing cal, i.e, a tdemarketer cal to
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the customer, the Verizon representative could provide an ord notice of the customer’s privacy
rights and, if the cudomer grants ord goprovd, immediatdy begin usng cdl deal
information for marketing purposes. If the cdl was originated by the customer, perhaps in
reponse to Verizon's marketing materids, the company is not even required to provide the
oral notice.

9. Here is a redidic example of how Veizon might make full use of cadl ddall,
without obtaining a written opt-in agpprova, in its commerdad communication with its
cusomers:

a Verizon uses its cdl detal data with persond identifiers removed to develop

various product offerings. No notice or gpprovd isrequired for this use.

b. Verizon informs cusomers that it will be usng persond account information
(exduding cdl detal) for marketing purposes unless the customer opts out of
this use. This notice uses the opt-out approach that Verizon favors. Depending
on the service being marketed, even this opt-out notice may not be required.

C. For those customers who do not object in response to the opt-out notice,
Verizon uses the monthly data on caling patterns to produce a ligt of target
customersfor its telemarketing cals.

d. Verizon makes telemarketing cdls to those target cusomers. During the cal
the Verizon telemarketer provides oral notice and, if the customer approves,

immediately uses call detail to market the service to the customer.
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Under this approach Verizon never relies on the opt-in mechaniam tha it finds o
unsatisfactory, and yet, unless the cusomer objects, it is ultimaey able to use every dement

of acustomer’s private information for marketing purposes.

. MISCHARACTERIZATIONS OF THE WASHINGTON RULE IN SPECIFIC
EXAMPLES

10. In severd specific examples Ms. Breen misrepresents the effect of the WUTC
rules on Verizon. For example, a paragraph 5, Ms. Breen dtates that Verizon would have been
“effectivdly banned” from usng cdl deal informaion to devdop and implement its Cal
Intercept servicee  She does not explan why Verizon would need to have individudly
identifiable cal detall, as opposed to cdl detal datistics that have had persond identifiers
removed, in order to develop the Cdl Intercept service. There is no reason to believe that
individually identifiable information is necessary for product development, since products are
not developed for individua customers but instead for broad groups of customers. Even the
most targeted product offering would not be based on the characteristics of asngle cusomer.
Therefore she is incorrect in gating that cal detal could not be used under the WUTC rules to
develop a product or service. Ms. Breen is dso incorrect in gtating that call detail could not be
used to implement the service. It is correct that cal detail would be used in providing the
sarvice to those customers who subscribe to it, because the tedephone number of the cdling
paty is used to screen cdls.  She is incorrect in dating that this use would be prohibited,
because it is keing used to provide the service rather than to market the service, and this is an
dlowed use of cal detail.

11. Also in paragrgph 5, Ms Breen dates that Verizon is planning to market

sarvices via the Internet usng “pop-up ads’ on its web dte. Pop-up ads are the additiond
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browser windows that agppear, without prompting by the viewer, when a person is viewing a
web dte. They remain open even after the viewer has left the web Ste that generated the pop-
up ad window. While Ms. Breen is not specific in describing Verizon's planned gpplication, it
appears that the marketing message that would appear in the pop-up ad would vary based on
the characteristics of the customer. Further, it appears that those customer characteristics
would be defined usng CPNI. If Verizon is planning to use characterigtics such as “customer
does not subscribe to Cdler Identification serviceg” or “customer dready subscribes to toll
Package X,” then she is incorrect in stating that this use would be banned or would require opt-
in gpproval. These types of information are not cdl detal, and opt-out approva would be
required if the information is used to market an unrelated servicee. No notice or gpprovd is
required if the information is used to market a reated service. If Verizon is redly planning to
use pop-up ads with messages that are based on the call detail characteristics such as “customer
cdled Lands End last week,” then opt-in gpprovad would be required. While opt-in approva
would be required, Verizon could use the same Internet interaction with the customer to
explan this proposed use of private information and solicit the customer’'s opt-in gpprova.
However, | agree with Ms. Breen that most customers, once they understood their private
information was to be used in this way, would not give their gpprovd. This result would
demonstrate why opt-in gpprova is appropriate.

12.  Another incorrect or mideading example is a paragraph 14, where Ms. Breen

describes Verizon's use of CPNI to market the company’s Local Package Plus plan.' In this

! The Local Package Plus plan is not offered to Washington customers. From my review of the marketing
material on Verizon’sweb site, it appearsthat Verizon offers Local Package Plusin several eastern states. The
plan does not, as Ms. Breen states, include unlimited toll calls. Rather, theincluded toll callsare limited to those
within the customer’ sregional calling area. Verizon markets atoll package, called the Timeless Plan, to
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exanple, Ms. Breen dates that Verizon uses CPNI to identify customers with high toll usage
“who may be better served” by the Loca Package Plus plan. She adso says that Verizon
“identifies and informs its cusomers of the optima long digance plan for ther particular
needs” | am familiar with the Locd Package Plus plan, even though it is not actudly offered
to Washington state customers. (The fact that Verizon does not offer the plan in Washington
cannot be attributed to the existence of Washington's privacy rule, because Verizon adso does
not offer it in severd other states that do not have state privacy rules) There is no component
of this plan that requires knowledge of cdl detall in order to determine whether a customer
would benefit from that plan. For example, the plan includes locd toll cdls in the flat monthly
charge for the package, so knowledge of the customer's monthly charges for locd toll cdls
would help determine whether the customer would pay less under the plan. That information is
not cal detail. The particular details of whom, when, and where a customer cdls are irrdevant
to this determination, because the plan’s rates do not depend on this level of detall. Smilarly,
the plan includes “lagt cdl return (*69)” service, so it would be helpful to know how many
times per month the customer uses this sarvice, but that information is not cal detall. The cal
detail about exactly when the customer used *69 and which cals were returned is irrdevant o
the determination of whether the plan benefits the customers.

13. Ms. Breen's dtatements about usng customers private information to determine

whether a cusomer would “benefit” from a particular plan or service suggests that Verizon is

prospective Local Package Pluscustomers. The Timeless Plan is not actually timeless: Customers pay a per-
minute rate for toll calls outside the regional calling area. The Verizon Local Package Plus plan is substantially
more expensive than basic local service. The charge is $45 to $55 per month, or about two to three times charge
for local service purchased outside a package or plan.
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engaging in marketing efforts that reduce its revenues, because the customers targeted through
this approach would apparently pay less with the identified plan. | agree that this is one
possble use of cudomers privae information; Verizon and other telecommunications
companies could use CPNI to reduce their revenues in this fashion. However, it is a mistake to
suggest that al potentid uses of CPNI benefit the customer. Verizon and other companies
could aso use CPNI to engage in upsling, i.e, targeting those customers who currently spend
less than the cost of the package and attempt to increase revenues by converting them to the
higher-price package.  Within the tedlecommunications indudry, it iS a common draegy to
increase per-customer revenue through the marketing of packages to customers on basic
savice raes. Verizon would identify customers who spend only a moderate amount per month
on telecommunications services and market the Locd Package Plus plan to those customers
only. Veizon might wel characterize this as “benefiting” the customer, because the package
price would be lower than the sum of the prices of stand-aone components, including those
components that the customer does not currently use. This use of CPNI to target its marketing
messages could permit Verizon to avoid informing those customers who would actudly benefit
from the plan because they currently pay more for the same set of services. There is a
sgnificant danger posed by the use of CPNI in “upsdling” Qwest recently settled a magor
consumer protection case with the Washington Attorney Generd. In that case, there were
dlegaions based on numerous complaints receved by the WUTC and the Consumer
Protection Divison of the Attorney Generd’s Office that Qwest had mided consumers into

taking more services (and more expensve services) than they needed. Unfettered access to
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cdl detall would make it easier to engage in such practices.  Conversdly, limiting access to cdl
detail, except on an opt-in bads, would make it more difficult to engage in such practices.

14. In another example in paragraph 14, Ms. Breen dates that Verizon was able to
use CPNI to identify customers with high toll usage who may be better served by Verizon's
Loca Package Plus plan. The Washington rule limiting use of cdl detall would not prevent
Verizon from usng CPNI in this way in Washington dae, if the company actudly offered
Locd Package Plus here, because the amount of a cusomer’s tota monthly toll charges is not
cal detall.

15. Also in paragreph 14, Ms. Breen dates that Verizon designs specidly tailored
products and services usng CPNI from al customers. She dates that “these uses of CPNI are
banned under the WUTC rules absent prior written or otherwise verified opt-in consent.” This
datement is incorrect. Telecommunications companies can use CPNI to design products and

sarvices, aslong asthe CPNI is not associated with an identifiable individudl.
V. OTHER MISCHARACTERIZATIONSOF THE WUTC RULES

16. At paagraph 22, Ms. Breen daes that the customer information that is
excluded from the definition of cal detal is not avalable to Verizon because the information
could not be obtaned except by examining cdl deal itsdf. This is an unreasondble,
unsupported, and incorrect interpretation of the rules. A tdecommunications company can
manipulate customer information, including cdl detal, in order to remove the more-protected
information about Specific telephone cals or to remove any cusomer identifiers. If there were
a legitimate dispute on this point, it could be readily diminated by seeking clarification or a

declaratory order from the WUTC.
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17. At paagraph 22, Ms. Breen daes that the definition of cal detall is vague and
confusing because it does not include “an explanation as to why information ... is subject to
maximum privacy protection if it pertains to a three-week period but [not] if it is for a period of
one month or more” The absence of an explanaion does not make the definition vague or
confusng. Verizon may not understand why the line was drawn a one month instead of three
weeks, but it cannot be confused about where the line is drawn. It is standard practice among
telecommunications companies to hill cusgomers on a monthly bass, for example, Verizon's
Local Package Plus & provided on a monthly bass. This makes monthly aggregation a logica
and understandable bresk point between cal detal and other, less sendtive account
information.

18. In paragraphs 23 through 25, Ms. Breen addresses the use of agents and
independent contractors, as well as conaulting firms, equipment manufacturers, and software
manufacturers. She again arives a unreasonable, unsupported, and incorrect interpretations of
the rules. She assumes that Verizon cannot share CPNI with agents. Because an agent is
responsible under the law to the same degree as Verizon, use of CPNI by an agent is the same
as use of CPNI by Verizon. Agan, if there were a legitimate dispute on this point, it could be
readily diminated by seeking clarification or a declaratory order from the WUTC.

19.  With regard to independent contractors and joint-venture partners, who are not
agents of Verizon, it is the case tha the Washington rule requires opt-in approva before
individudly identifiable CPNI can be disclosed or sold. However, as dated ealier in this

declaration, Verizon and its contractors and joint-venture partners could use a rich data set that

DECLARATION OF ATTORNEY GENERAL OF WASHINGTON
Utilities and Transportation Division
GLENN BLACKMON- 11 1400 S Evergreen Park Drive SW
PO Box 40128
Olympig, WA 98504-0128




© 00 N oo o b~ W N P

N RN N N N NN B PR R R R R R R,
o 0 K W N B O © 00 N 0 O » W N B O

reveas a complete cross-section of customers caling patterns, choice of services options, and
gpending levels so long as that data set did not include the identity of individua customers.

V. ALLEGED HARM TO VERIZON'SREPUTATION OR GOODWILL

20. Ms. Breen dates a paragraph 11 that the reason Verizon did not implement an
opt-out approach in Washington date is that the WUTC had a privacy rule requiring opt-in
approva. | believe this was not Verizon's reason for excluding Washington customers from its
opt-out approach. Rather, Verizon chose not to include Washington customers because doing
0 would have hurt the reputation and goodwill of the company. On November 6, 2001,
Veizon informed the WUTC of its view tha the theneffective privacy rule was
uncongtitutional and asked the WUTC to “clarify” that the rule permitted an opt-out approach.
In the period from November 2001 to January 2002, | had severa discussons with Verizon
representatives who said the company was conddering seeking a waiver or clarification of the
WUTC rule as it was preparing to implement its nationad opt-out approach. Verizon sought
and obtained a comparable change in rule in Texas. Verizon never requested waiver or forma
claification in Washington. During this time Qwest Corporaion was subject to extremely
negative publicity resulting from its atempted implementation of an opt-out approach. |
believe that the most reasonable explanation of Verizon's decison to exclude Washington
customers from the opt-out procedure was the prospect of negative public reaction, rather than
the prospect of enforcement action by the WUTC.

21.  Verizon had good reason to anticipate negetive public reaction from issuing an
opt-out notice to its Washington customers. Verizon closdly followed the public outcry that

resulted in this state from Qwest’s atempt to use an opt-out gpproach. | provided Verizon with
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dozens of electronic mail messages objecting to this practice, and hundreds more were
available to it on the WUTC web Ste. These customer comments opposed not just the sde or
disclosure of private information to third partties — a practice Verizon says it has no “present
plans’ to implement — but adso the use of sengtive cdling information in the company’s own
internd marketing efforts  In addition to these overwhemingly negetive public comments,
sverd of the date's newspapers have published editorids cdling on the WUTC to protect
customers privacy and, since the WUTC acted in November, praisng the WUTC's decision to
adopt the privacy rule now being chdlenged by Verizon. Three recent editorids are included
as Exhibit 2 to this declaration.

Pursuant to 28 U.S.C. 8§ 1746(2), | hereby declare under pendty of perjury under the
laws of the United States that the foregoing is true and correct.

EXECUTED onthis day of December, 2002.

GLENN BLACKMON
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