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can gain cost savings. The better practice remains to deploy two vendors,
particularly in a system as important as 9-1-1.

Q. Did CenturyLink design its optical network to mitigate software failures in
this manner?

A. No, in this case, CenturyLink built its optical network using multiple
optical network switches supplied by one vendor, Infinera Corporation.>® Had
CenturyLink deployed two vendors, the nationwide failure that impacted
Washington’s 9-1-1 system either would not have happened, or the scope and
duration of the failure would have been reduced dramatically.

Q. Was the design of the interface between CenturyLink and Comtech
sufficiently redundant?

A. Yes and no. The general advice for highly reliable systems like 9-1-1 is to
provision at least two physical locations, with at least two of everything at each of
those sites. In this case, the failure happened in the SS7 signaling links between
the Comtech STP and the Comtech RCL,>” where there were indeed two sites and
two links from each site.’® It would appear, therefore, that a lack of redundancy at
the apparent failure point was not the source of the failure.

I believe the failure occurred because all four links used the same optical

network.> In building 9-1-1 systems, I generally advise that supplier diversity be

*qd.

57 See Rosen, Exh. BR-5 (CenturyLink Supplemental Response to Public Counsel Data Request 7,
Attachment PC-7a).

¥ 1d.
¥ 1d.
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used to guard against the kind of failure that occurred here. In this case, there was
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Was Comtech aware of the link supplier diversity issue?

I

2 Had

they been able to complete this process before the outage, I believe the system
would have remained functional.

Please discuss the problems you have identified with CenturyLink’s design of
the 9-1-1 system in this case.

When CenturyLink provided 9-1-1 service to Washington, it used Intrado as its
third-party vendor.> When WMD later awarded Comtech the 9-1-1 contract,
CenturyLink/Intrado’s system had to interconnect with Comtech’s system to
effectuate the transition between the two companies.’* Both
CenturyLink/Intrado’s ESInet and Comtech’s ESInet are based on Internet

Protocol (IP). The way CenturyLink designed the interconnection between the

0 Rosen, Exh. BR-15C (Comtech Confidential Response to Public Counsel Data Request No. 1); see also
Rosen, Exh. BR-5 at 5 (CenturyLink Supplemental Response to Public Counsel Data Request No. 7,
Attachment PC-7b).

61 Rosen, BR-16C (Comtech Confidential Response to Public Counsel Data Request No. 3).
2 Id.

63 Staff Investigation Report at 6.

% Id. at 8.
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Inserting a third-party company into the SS7. Comtech requested to

interconnect directly to CenturyLink, but CenturyLink refused to do so.”> Direct
connection would have minimized SS7’s loss of reliability. CenturyLink’s refusal
required Comtech to utilize a third party, TNS, for the SS7 connection.’® Any
extra element in the path between points decreases reliability, and incorporating
another company increased the probability that Washington’s 9-1-1 system would
wind up as it did—having to use the same optical network for all four connections
between TNS and Comtech.

Lack of Redundancy/Vendor Diversity. A failure can affect all call elements

from a single vendor in a network. If the network has only one vendor, the failure
can impact the whole network. Failures in a network that lacks vendor diversity is
one of the most common sources of widespread outages. I believe the only
defense against these kinds of failures is never to rely on a single vendor, with a
single software stack, in any network that supports 9-1-1.

Telecom companies like CenturyLink routinely qualify at least two
vendors for such equipment as the Infinera systems that failed here. Had
CenturyLink deployed two vendors, failure of all the Infinera devices could likely
not have caused failure of the 9-1-1 system.

Similarly, CenturyLink failed to ensure vendor diversity in the

interconnect with Comtech. The CenturyLink experts who worked on the design

% Rosen, Exh. BR-18C (Comtech Response to Public Counsel Data Request No. 4); Rosen, Exh. BR-17
(Comtech Response and Supplemental to Public Counsel Data Request No. 26).

% Rosen, Exh. BR-18C (Comtech Response to Public Counsel Data Request No. 4).
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of Washington’s network certainly should have reviewed the entire network
design between Intrado and Comtech. Any such detailed review would have
shown them that all four links were provisioned in the same network, which I
believe would not have been acceptable to any expert, no matter whether physical
redundancy was achieved. Based on the design used, I believe CenturyLink’s
experts either did not conduct the needed review, or did so but lacked the ability
to spot this issue.
Please summarize your conclusions regarding CenturyLink’s responsibilities
and obligations at the time of the outage.
The contract between WMD and CenturyLink made CenturyLink responsible not
just for routing and delivery of calls, but for network and transport as well. As the
transition from CenturyLink to Comtech occurred, subsequent contract
amendments relieved CenturyLink of responsibility for routing and delivery to
PSAPs that transitioned to Comtech, but did not relive the Company of its
network and transport responsibility. In fact, CenturyLink provided network and
transport for both signaling and voice all the way from Intrado to Comtech.
Accordingly, CenturyLink bears responsibility for the failure of that network and
transport.

Additionally, WMD, the agency responsible for overseeing the statewide
9-1-1 system, believes CenturyLink retained a role, and thus an obligation, under
its contract that would not end until no parts of the originating or terminating
networks were connected to CenturyLink. WMD also believes strongly that the
citizens of Washington expect that any entity involved in the process of
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