M

23 September 2022 TradeWinds

NEWS 7

UNNATURAL DRIFTING
PATTERNS:
caid Lhey

Data casts light on the rise
of the high-tech ‘dark fleet’

Researchers.wait of rapid growth'in sophisticated vessel camoutflage techniques

Paul Peachsy
London

The use of new techniques to dis-
guise the movement of “dark
fleets” is increasing rapidly ss
owner try to avoid economic and
reputational damage of being
identified as carriers of sanctioned
oll, avcording to new research.

The events represent a techno-
logical advance on the tactic of
“going dark” when ships turn off
AIS systems to enter ports
unnoticed or carry out ship-to-
ship transfers of sanctioned oil,
according to data firm Windward.

The 1srael-headquartered tech:
nology company said that since
early 2021 it had identified 265 ves-
sels involved in 600 cases of anew
wave of tampering with global
navigation satellite systems to
disgulse 2 vesiel's true location.

More thanhalfof them happened
near Iran, it said, and all but seven
of the ships were tankers,

Half of them were sailing
under a Panama flag, with Liberia,
Cameroon, Cyprus and Palau-
flagged vessels also identified in
numerous events.

The technique involves plugging
military-grade software  into
existing AIS systems at the cost of
jukt s few hundred doll il
1o thie group's researchent

In some cases, the technique
steals the data footprint of ships at
anchor elsewhere in the world
and transmits the signals from
their own tampered system go it
uppenrs the dark ship isdoing the
same thing. Instend, the vessel
might have gone durk and is
iiivmlved b moving sancHonedioll:

Windward said the techniques
had the advantage for illicit oper-
ators of never appearing to break
normal trades — thus avoiding
investigations for going dark by

ail trade

flag states or being shunned by
marine insurers or financiers.

The International Maritime
Organization says the AlSshould
only be switched off for safety
reasonxor where “security incid-
ents are imminent” and should
be reported.

‘STILL POPULAR'

“Going dark is still popular, but
sophisticated bad actors now
underitand that a vessel worth
millions of dollars is too expensive
to risk going dark for a single
transaction,” Windward said.

It cited the case of an unidenti-
fied Liberian-flagged product
tanker that changed ownership
and name before it started to
operate between the Middle East
Gulf and China.

It said AIS signals appeared to
show that it was just outside
Iraq’s Basrah oil terminal in Feb-
ruary 2021 but researchers picked
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WINDWARD: Co-founder Matan Peted {left), with CEO Ami Daniel,
warned of new techniques used to hide ships involved in the lllicit

Phato: Windward

up on apparently unnatural
drifting pattems.

Windward researchers said they
believe the tanker’s navigation
systems had been tampered with
and the ship was in fact 73 naut-
ical miles (135 km) away at Kharg
1sland, a key Tranian loading ter-
minal, with its AIS gwitched off.

The most advanced camou-
flage technigques identified by
researchers include the use of &
decoy vessel thit gails close toa
tanker that is plnnning to load
sanctioned cargoes.

The second ship assumes the
dirty vessel's identity in & move
dubbed the “AlS handshake™ and
remains idle while the second
ship goes dark and loads sanc-
tioned oil. They then rend

scrapped, allowing it to transport
sanctoned cargoes without
TePETCUSFIOoNSs.

“Whoever is doing this tech-
nlque is fooling an existing
device deeply rooted n the mari-

time domain,” said Matan Peled, |

a founder of Windward. “It’s sup-
posedly as simple as unplugzing
something and plugging in
something else.

“The incentive is when you ry
to trade illicit goods that cost
millions. Envisage a tanker car-
rying 1m barrels of oil — that's
the stake, that’s how important it
is to be successful.

CAT AND MOUSE
“It's a classic cat-and-mouse
me

Reseurchers said they expect to
see grenter use of the tactics in
Russinn-related ofl trudes after
Europe bans imporis of Russian
crude after 5 December.

Russia is seeking alternative
markets for its oil but some pro-
spective and current importers
are thought to be concerned
about relations with G7 nations,

whith is pushing for # price cap. |

A price cap system is designed
to allow marine services to
remain involved in Russian oil

trades outside of Europe without |

breaking sanctions.

But thé failure of any plan is
likely to lead to a sharp increase
in dark trades involving Russia,
said energy data anulyst Vortexa.

It said it was tracking 11 tankers

that have loaded Russian crude that |
had previcusly been carrying Ira- ||

nian oil. It has identified four
chin i

for a second time after loading
and switch back.

windward also identified how
a ship had assumed the Identity
of i vessel that had already been

dark STS transfers of Urals crude in
the Atlantic that had either
unloaded in China over the last
month or were believed to be on
their way.

rned VLCCs involved in |

Is China
switching
from
Russian oil?
Gary Dixon

Brok_zm beli'eve ‘(:ln_x'm is

AWy oil
as it seeks to boost refinery

pplies.

‘Last ‘week, VLCCs con-
" tinued to be fized in large
numbers from the Middle
Eagt, the'US Gulf and West
Africa to feed hungry
importers, with dverage rites
bitding 4 two-year high.

‘the  Embiricos-owntd
318,000~ suilt 2008)
has i deal lined up onsubjects
it $67,400 per diy for  53-day
trip from the Middle East to
‘China for Northern Petro-
leum.

Four other VLCCs were
booked on Friday last week,
including two from West
| Africato India.

1 This followed 11 other

Teported fixtures, is Chinese
refiner Unipec snnpped up
eightships.

£

b( 589 & “swing door” to
serve the world's needs for the
most sought after potroleum

US because

energy crisis, Oslo shiphrokes
Lorentzen & Co said..
.CHANGING CHANNELS
| “That means China could take

over the role of India that
hitherto has amassed crude
from Russia and other pro-
\iders to make yasoil for the
| western markets,” chief ship-
ping anatyst Nicolal Hansteen
said.

He added that refinevs seem,
atleast partly, to be changing
‘chianhels from impores of Kus-

*what ix apparent J4 that
China's state-rim refineries
have been unusually active in
committing tonnage c4AITying

| oil from non-Rusaian origins
« ereating a Tally in the VICC

| tinued.
|
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