BEFORE THE
WASHINGTON UTILITIES& TRANSPORTATION COMMISSION

Telecommunications—Operations, )
) Docket No. UT-990146
Chapter 480-120 WAC )

COMMENTSOF VERIZON NORTHWEST INC.,
BELL ATLANTIC COMMUNICATIONS, INC. d/b/aVERIZON LONG DISTANCE
AND VERIZON SELECT SERVICESINC.

Verizon Northwest Inc., Bell Atlantic Communications, Inc. d/b/aV erizon Long Distance
and Verizon Select Services Inc. (collectively "Verizon") hereby file these supplemental
comments on the proposed Customer Information rulesin Docket No. UT-990146, Chapter 480-

120 WAC, Telecommunications— Operations.

Introduction

Verizon understands and respects the Washington Utilities and Transportation
Commission’s(Commission) desireto protect the privacy interests of consumersin Washington.
Verizonisequally committed to identifying and responding to its customers’' privacy concerns.
For example, absent explicit customer consent, V erizon does not rel ease Customer Proprietary
Network Information (CPNI) to non-affiliated third parties, unlessrequired by law or to protect
against fraud.

Verizon’ ssupport of an opt-out approach to CPNI regulation does not changeitspolicies
regarding privacy and disclosureto third parties. Rather, Verizon, like any company, wantsto
use its resour ces, including CPNI, to insurethat it is efficiently developing and providing the

products and services its customers want and need. The sharing of CPNI within the Verizon



family of companieshelpsV erizon understand its customers’ needsand allowsV erizonto have
meaningful communicationswith its customersregarding products and servicesthat may be of
benefit to those customers. Verizon has shared CPNI among its business units, affiliates and
authorized agents pursuant to applicable laws nationally and in Washington, for years without
any demonstrations of abuse or consumer harm. Verizon’ srecord isunblemished inthisarea.

Whilethe proposed "opt-in" rules might be understandable with regard to making CPNI
publicly available, and/or selling it to non-affiliated third parties, the draft rules are clearly not
necessary or reasonablein regard to limiting a carrier'sinternal use of CPNI and its ability to
communicate with its customers.> Other laws already protect customers from unwanted
telemarketing (i.e., do-not-call lists), and no compelling public purpose would be served by the
overly restrictive draft rules.

Companies’ right to usetheir resourcesto communicate with their customersis protected
by the First Amendment of the United States Constitution and federal law. Also, asthe Federal
Communications Commission (FCC) recognized in its 1998 CPNI order,

“the sharing of CPNI within oneintegrated firm does not raise significant privacy
concerns because customerswould not be concerned with havi ng their CPNI disclosed
within afirm in order to receive competitive offerings’?

Thus, thedraft ruleswould clearly be unconstitutional and inconsistent with Section 222 of the
federal 1996 Telecommunications Act and the FCC’ simplementing rules. Becausetheproposed

rules are inconsistent with the FCC's rules, Verizon would need to immediately suspend its

! However, in light of the Tenth Circuit’s vacatur, the constitutional principles of Central Hudson Gas and Elec.
Corp v. Public Service Comm’n, 447 U.S. 557 (1980) (“Central Hudson™) would need to be applied to any legal
analysisinvolving the use of CPNI, including the disclosure of CPNI to non-affiliated third parties.

2 |mplementation of the Telecommunications Act of 1996; Telecommunications Carriers’ use of Customer
Proprietary Network Information and Other Customer Information and Implementation of the Non-Accounting
Safeguards of Section 271 and 272 of the Communications Act of 1934, as amended, CC Docket Nos. 96-115 and
96-149, Second Report and Order and Further Notice of Proposed Rulemaking, rel eased February 26, 1998, fn. 203
(FCC 1998 CPNI Ordey).



outbound marketing and sales activities once the rules became effective in Washington, even
though Verizon has not implemented opt-out in Washington.

For all these reasons, V erizon respectfully requests that the Commission recognize that
the FCC’s interim opt-out rules® are an appropriate interim mechanism to obtain customer
consent in Washington and delay any state action relating to implementing its own CPNI rules

until the FCC completes its work on its rulemaking.

Disclosurev. Communication

While Verizon understands the Commission’s concern with regard to disclosures of
customer information to third parties, the draft ruleswould unnecessarily and inappropriately
restrict communications with customers.

Several months ago when the Commission began to consider changing its CPNI rules, the
public was understandably alarmed by media statements such as “How would you like your
private tel ephoneinformation to be sold to the highest bidder”#, “ Privacy for profit- - first Qwest

and now Verizon”®

, and “Every phone customer could soon find their information on the
marketing block”®, plusnumerousreferencesto the“sharing” of personal information. However,
these forwarnings are pure specul ation and ignore the fact that, despite decades of carrier use of

CPNI, thereisvirtually no evidence of carrier abuse. Asfar asVerizonisaware, there hasnever

% Implementation of the Telecommunications Act of 1996; Telecommunications Carriers’ use of Customer
Proprietary Network Information and Other Customer Information and Implementation of the Non-Accounting
Safeguards of Section 271 and 272 of the Communications Act of 1934, as amended, CC Docket Nos. 96-115 and
96-149, Clarification Order and Second Further Notice of Proposed Rulemaking, released September 7, 2001 paras
7-11 (FCC CPNI Clarification Order).

* KIRO radio, January 5, 2002.

® KIRO television, January 15, 2002.

® KOMO television, March 19, 2002.



been a problem with any telecommunications company in Washington relative to a carrier's
handling of CPNI, so thereis no need for new rules on this point.

In any event, the Commission's draft rules mix restrictions on such sales, sharing and
disclosure of CPNI with restrictions on telecommunications companiesusing their own records
to communicate with their own customers. Verizon isaware that some customer commentsto
the Commission earlier this year included a concern with intrusive telemarketing. But the
Washington legislature and the Commission have separately addressed this type of privacy
interest.” Thus, it isneither necessary nor appropriate for the Commission to attempt to limit
unwanted marketing contacts by new rulesrestricting communicationsthat use or are based on
CPNI. Moreover, the draft rules would restrict not only telemarketing, but also written and

electronic communications - - even communications during in-person meetings.

ThelLaw IsClear

The Commission proposesto require an “opt-in” mechanism to restrict communications
using cal detail CPNI and to place additional restrictions on the use of CPNI beyond what is
required by Section 222 and the FCC's implementing rules. Such rules would be
unconstitutional and subject to FCC preemption.

Asthe Commissionisaware, the use of CPNI isgoverned by Section 222 of thefederal
Telecommunications Act.2 In 1996, the FCC opened a proceeding to implement Section 222,

and in the course of that proceeding the FCC asked whether it should adopt an opt-in or opt-out

7 See RCW 80.36.390, 480-120-087 WAC and 480-120-144 WAC.
8 The Commission has not identified any state law that purports to empower it to impose additional restrictions on
the use of CPNI.



approach to CPNI relative to Section 222(c)(1). The FCC received many comments on this
subject spanning hundreds of pages. Indeed, several state commissions, including the
Washington Commission, filed comments stating that the FCC must impose an opt-in processto
provide “ superior protection for privacy interests.” The FCC did just that—in itsSecond Report
and Order in CC Docket No. 96-115, the FCC adopted an opt-in approach “to ensure that
customers’ privacy rights are protected against unknowing and unintended CPNI disclosure.”®

On appeal, the Tenth Circuit carefully reviewed the FCC's ruling (as well as the
voluminous record the FCC claimed supported its ruling) and held that (a) companies’ use of
CPNI involves*“commercial speech” that is protected by the First Amendment and (b) the FCC
failed to demonstrate that its opt-in rule was narrowly tailored to directly and materially advance
itsinterestsin protecting privacy and promoting competition. The court also held that the FCC
failed to adequately consider an opt-out approach, and noted that such aprovisionisinherently
lessrestrictive of speech. U SWEST, Inc.v. FCC, 182 F.3d 1224 (10th Cir. 1999). Inresponse
tothe court’sruling, the FCC adopted its opt-out rule whileit conductsafurther rulemaking on
CPNI.*°

Thus, the FCC’s previous opt-in requirement is unconstitutional and a carrier may
presently use opt-out pursuant to the FCC’ srulesoutlined initsClarification Order. Therefore,
any existing'! or proposed Commission opt-in rule based on the FCC’s rules is also

unconstitutional .*?

® FCC 1998 CPNI Order at para94.

19 FCC CPNI Clarification Order paras 7-11.

1 The Commission adopted its current CPNI rulesin 1999 and, as noted in the Commission’s implementing order,
these rules were intended to mirror the FCC' srules. In the Matter of Amending WAC 480-120-139 and Adopting
WAC 480-120-144, -151, -152, -153 and -154, Docket UT-971514, General Order No. R-459, February 2, 1999.

12 The Commission must recognize that the Tenth Circuit’ s decision applies to Washington. Under federal statute,
appeals from the FCC go to only one circuit court, and that court’ s decision is binding everywhere. 47 U.S.C. 88
2341, 2342.



In addition, any CPNI rule that would be more restrictive than the FCC’ soriginal CPNI
rulesrelative to sharing and using CPNI within a corporate enterprise would al so be unlawful.
Asdiscussed in more detail below, certain of the proposed rules would do just that and place
additional restrictions beyond the FCC’s CPNI rules that permit the sharing of CPNI without
customer consent in certain circumstances.

Finally, the FCC has clearly stated its intention to preempt any state rule that would
appear to conflict with the intent of Congress as put forth in Section 222 of the 1996
Telecommunications Act.® Thereis, therefore, no legal basis for the Commission to move

forward with its proposed rules.

An Opt-Out Policy IsIn The Public | nter est

Each timethe FCC has examined its CPNI policy, therecord has shown conclusively that
the overwhelming majority of the public—both consumers and business customers—expect that
asinglefirmwill be ableto use information on acustomer’ sproduct and service purchasesfrom
that company to offer products and servicesto the customer. Thisextensive record from past
proceedings is echoed in testimony by noted privacy experts presented just this last year in
Congressional hearingson the public’ sprivacy expectations, aswell asin other studiesplaced on
the record.*

The FCC used opt-out asits principal CPNI policy for well over a decade before the
current (pre-10™ Circuit decision) CPNI ruleswere adopted. Under Computer Inquiry 11 andll,
the former Bell operating companies and (for atime) AT& T were permitted to use CPNI to

market customer premises equipment (CPE) and enhanced servicesto all but their very largest

13 FCC 1998 CPNI Order at para 18.
14 See Verizon Comments filed with the FCC on the Second Further NPRM on November 1, 2001.



customers after giving customers notice and an opportunity to opt outof such use. During that
period, not only were there no complaints that privacy was being undermined or customers’
wishes not followed, but the competitive CPE and enhanced services markets thrived.

Also, under the FCC’ s“total servicesapproach” rulesestablishedin 1998, carriershave
been permitted to share customer data across affiliates without customer consent if customers
already subscribed to services offered by the affiliate.l® For nearly four years carriers have
operated under these rules with no record of abuse or competitive harm. These are the same
affiliateswith which acarrier would share CPNI under an opt-out arrangement and do currently
share customer dataunder opt-in consents. Asnoted above, the FCC hasalso specifically found
that the sharing of CPNI within oneintegrated firm does not raise significant privacy concerns
because customers would not be concerned with having their CPNI disclosed withinafirmin
order to receive improved product and service offerings.'®

There is, therefore, an unbroken record - - developed in each phase of the FCC's
proceedings, supported by privacy expertstoday, and consistent with the FCC’s own previous

policies-- that the public is best served by allowing a company to use information about a

15 FCC 1998 CPNI Order at para51 “We also agree with anumber of parties that there should be no restriction on
the sharing of CPNI among a carrier's various telecommunications-rel ated entities that provide different service
offerings to the same customer. By itsterms, section 222(c)(1)(A) generally limits "atelecommunications carrier

that receives or obtains [CPNI] by virtue of its provision of atelecommunications service" to use, disclose, or permit
accessto CPNI only in "its provision of the telecommunications service from which such information is derived."
Thislanguage does not limit the exception for use or disclosure of CPNI to the corporate parent. Rather, we believe
the language reasonably permits our view that the CPNI limitations should relate to the nature of the service
provided and not the nature of the entity providing the service. In particular, under the total service approach, we
interpret the scope of section 222(c)(1)(A) to permit carriersto use or disclose CPNI based on the customer's
implied approval to market related offerings within the customer's existing service relationship. To the extent a
carrier chooses to (or must) arrange its corporate structure so that different affiliates provide different
telecommunications service offerings, and a customer subscribes to more than one offering from the carrier, the total
service approach permits the sharing of CPNI among the affiliated entities without customer approval. In contrast, if
acustomer subscribesto lessthan all of the telecommunications service offered by these affiliated entities, then
CPNI sharing among the affiliates would be restricted under the total service approach. In this circumstance, the
restriction is not based on the corporate structure, but rather on the scope of the service subscribed to by the
customer.”

16 See FCC 1998 CPNI Order fn. 203,



customer’s prior purchases of goods and services to design and target-market services and
productsto that customer. Under the opt-out approach, the majority of customerswho expect a
single company to use information for target marketing can receive the benefits of that
marketing, while those who choose otherwise will have their desires honored.

Also, use of CPNI within asingle corporate structure allows efficient marketing to those
customerswho, by their prior purchases, are morelikely to beinterested in a particular product
or service. Without targeted solicitations, consumerswould receive more unsolicited mail, e-
mail, and telephone calls, because businesses could not market services and products only to
thosewho arelikely to beinterested. Theability to target-market and intelligently communicate
with customersreduces prices and expands services. The ever-expanding selection of wireless
products and services is evidence of the benefits of sharing CPNI across product lines.!’

In sum, there is no public policy need for the Commission to move forward with its

proposed rules.

Verizon's Concer ns With Specific Proposed Rules

Thefollowingidentifies specific concernswith the Commission’ s proposed CPNI rules.
Sections 480-120-201, -203 and -206 — Distinction between “Call Detail” CPNI and all other
CPNI.

Section 222 does not make such a distinction between "call detail” CPNI and "non-call
detail" CPNI. Carriers have been using CPNI, including “call detail” information, for
marketing purposes for decades without any demonstrable harm to consumers. Other than

pure speculation asto how carriers may somehow abusetheir use of CPNI at the expense of

17 Under the FCC' s rules, wireless carriers may use their CPNI from providing wireless services to offer local, long
distance, wireless equipment, and information services without customer consent. 47 C.F.R. § 64.2005(a) and (b)(1).



consumers privacy interests, absolutely nothing in the way of evidence has been put on the
record to justify the need to create separaterulesor protectionsfor call detail CPNI. Rather,
asdiscussed above, therecord as established before the FCC and reflected in Section 222 as
the intent of Congress has clearly shown that consumers benefit from carriers using their
customer information for marketing purposes and carriers have been responsible in their
treatment of CPNI. Besidesbeing unconstitutional, these rulesare inconsistent with Section
222 of the Telecommunications Act and the FCC’ s implementing rul es and are subject to
preemption as noted above.

The latest version of the Commission’s proposed rules show increased awareness of the
legitimate uses to which acompany can put “call detail” CPNI in developing products and
services and communicating themto the customer most likely to benefit. Nevertheless, the
draft ruleswould still restrict appropriate uses of “call detail” by the companies for these
purposes'®. Among others, offerings based on calling patterns would be impacted. For
example, thedraft rules’ restriction on the use of the called party’ s name or location or the
compl ete called tel ephone number would affect toll plans such asacompany that provides
flat rated calling between the company’ s customers. It would restrict the company's ability to
use CPNI to tell acustomer that since she makes most of her long distance calls to other
customers from that company, she would benefit from the plan.

The broad, complex “call detail” restrictionsinvented by the draft rules would restrict not

only current product and service innovations, but unknown future creativity, as well.

18 Some of the components of “call detail” specified in the draft rules seem to be related to concerns with outside
disclosure rather than use by the company to communicate with its customers, such as when calls are not answered.



Sections 480-120-203 and -206 — Same type servicerestrictions
These proposed rules require that a carrier obtain either opt-in or opt-out approval before
using CPNI to offer telecommunications services of the same type to which the customer
already subscribesand to offer products and services necessary to or used in the provision of
those telecommunication services. Theserulesareinconsistent withthe FCC's CPNI rules,
which do not require such approval, and as such, are inconsistent with Verizon’s current
marketing and sal es activitiesin Washington. Asnoted above, customers anticipate that the
companiesthey do business with will use the information that they obtain i n providing one
product to them to offer additional productsthat the customer may beinterestedin. Carriers
have been operating under the FCC’ simplementing rules since 1998, and thereisno record
of abuse or identification of any privacy issue. Besides being subject to preemption, these
ruleswould be unconstitutional becausethey areintended to further restrict information flow
between acarrier and its customers. To comply with the proposed rules, Verizon would have
to take stepsto immediately suspend certaininternal sharing of CPNI and most all outbound
marketing activities in Washington or take legal action to delay their implementation.

Section 480-120-207(2) — Annual Notice Requirement
Astherecord demonstrates, the overwhel ming majority of customersarenot concernedwhen
acompany that they do business with shares customer information with asingle corporate
enterprise. As such, an annual notice requirement would be unnecessarily intrusive to

consumers and increase operating costs in Washington with no appreciable benefit.

10



Customerswould also become confused, because the original notice would have advised (as
required by the FCC’ srules)*® that the customer’ s decision to opt-out or not opt-out would
remain valid until revoked by the customer. Customerswho already opted-out may feel that
somehow they would need to opt-out again, and those who did not opt-out (the
overwhelming majority of consumers) will again have to review and interpret the notice.
Thereisnoreasonto believethat the relatively small number of customerswho choseto opt
out (lessthan 2 percent nationally for Verizon) would not have opted-out when they received
the first notice. Nothing can be gained by year after year sending a notice to the over
whelming majority of customers (in Verizon’ s case the remaining 98% of customers) who
will year after year not consider the matter to raise any significant privacy issue.

Section 480-120-211 — Written Confirmation
A requirement to provide acustomer with written confirmation that they have successfully
opted-out is unnecessary. Thereis no confirmation process for PIC freeze, and thereis
nothing in the record that suggests that there is a need here.
Thereare other less costly alternatives. For example, V erizon has established an automated
800 number for customers to register their opt-out request. At the end of the process,
customers are advised that they have successfully completed the process. For customersthat
call into their customer service center, the Verizon service representative advises that the
customer’s opt-out request is confirmed. In both cases, strict internal controls were
established to insure that the opt-out requests were processed through the appropriate
systems. There is simply no need for the additional costly step of mailing a written

confirmation to the customer.

1947 CFR. §64.2007 (f)(2)(ix).

11



Out of the thousands of customersthat have used Verizon’ s 800 number processto opt out,
only a handful have called to ask for confirmation beyond what was provided by the
automated system. To respond to customersthat do call, Verizon has established aprocess
for the Verizon service representative to confirm that the customer’ s opt -out request hasbeen
processed. The proposed rule would have the effect of increasing operating costs in
Washington without any appreciable benefit. Carriers should only be required to provide
oral or written confirmation upon specific customer request.

Section 480-120-208(2) — M ultiple M echanisms
Thisrule appearsto require that in addition to establishing an 800 number opt-out option
[ Section 480-120-208(2)(a)], acustomer care opt-out option [ Section 480-120-208(2)(b)], a
mail-back opt-out option [Section 480-120-208(2)(c)], an electronic mail opt-out option
[ Section 480-120-208(2)(e)], and aweb siteopt-out option [ Section 480-120-208(2)(f)],
carriers must also give customers a postage-paid card opt-out option [ Section 480-120-
208(2)(d)]. Each one of these mechanismsrequiresacarrier to establish internal processes
and proceduresand incur costs. Again, these requirementsgo far beyond what is necessary
to care for those customers that choose to opt-out.
The postage-paid option isthe most expensive and totally inappropriate given the anticipated
low response and the costsinvolved. First of all, the overwhelming majority of customers
will simply discard the postage-paid card as only arelatively small number of customers
have historically opted-out (as noted above only 2% in Verizon have opted-out nationally).
Also, the postage-paid card option (as well as option (c)) would require that a carrier

establish a process to manually handle the returned cards.

12



Verizon used an automated 800 process that was available 24 hours a day and seven days a
week. The process worked flawlessly with almost no customer complaints and only a
relatively few customers deciding to call their VVerizon service representative to opt-out.
Rather than requiring carriersto establish all the proposed mechanisms, carriers should be
required to establish at aminimum (a) alive or automated 800 serviceto cover the period of
aninitial mailing,?° (b) the capability to call their servicerepresentative, and (c) establish a
permanent Web based option to opt-out.
480-120-207 (3) — Use of Billing Envelopes
This draft rule would decrease efficiency and increase costs by prohibiting use of a
customer’ shill to provide the CPNI noticeif the envel ope also contains any advertising or
promotional material. Usingthebill envelopeisa cost-effective way to communicate with
customers. The Commission should make clear that it is permissibleto usethe customer’s
bill regardless of whether thereisadvertising or promotional material included within the
bill.
480- 120-211(2) — Delaying Communication after Opting In

Thisdraft rulewould requirethat customerswho explicitly have provided their desireto have
acarrier use their CPNI wait a minimum of three weeks and up to two months before the
carrier may act on the customer’ srequest. It hasbeenVerizon’sexperiencethat customers--
especially business customers-- who opt-inwant the carrier toimmediately respond to their
request. While the FCC recognized that a 30 day waiting period may be appropriate for an

opt-out processto insurethat customers have the opportunity to read and respond to an opt-

20|t jsVerizon's experience that after the initial mailing the number of calls to opt-out drop down dramatically to
the point where, similar to handling pic changes and do-not-call lists, the customer service representative would be
the best point of contact to process an opt-out request.

13



out notice, it has never required any waiting period for opt-in, and there is nothing in the
Washington or FCC CPNI record indicating that this has been aproblem. The Commission
should remove this rule and permit a carrier to immediately respond to an opt-in request.
Thiswould be consistent with the Commission rule (480-120-214) which requires that a
carrier release CPNI to any person designated by the customer and does not have asimilar

time requirement.

Conclusion
Given the reasons outlined above, V erizon respectively requests that the Commission
delay any state action relating to implementing itsown CPNI rules until the FCC completesits

further rulemaking on CPNI issues.
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