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INTRODUCTION

AARRP (formerly the American Association of Retired Persons) respectfully submits these comments
for the Commission’ s consderation and thanks the Commission for the opportunity to participate in
thisimportant rule-making docket. AARP isthe nation’s leading organization for people age 50 and
older. It servestheir needs and interests through information, education, advocacy, and community
services which are provided by anetwork of local chapters and experienced volunteers throughout
the country. The organization aso offers members awide range of specid benefits and services.
AARRP has over 750,000 membersin Washington State. Many of these members are on fixed and/or
low incomes.

For AARP s membership, privacy is of congderable concern, and most do not believe that their
persona information is being adequately protected.’ Nearly everyone has received unsolicited
communications about products or services, often because their name was bought, sold, or collected
by merchants with whom they have conducted business. Persond datais routinely collected and
shared with companies looking to increase their consumer base. Similar to the financid indudtry,
telecommunications companies collect Socid Security numbers, credit references, names of
employers and sources of income, among other customer-pecific information. They adso know
whether their customers subscribe to optiona services, how much they spend each month for the
services provided and what their payment history has been. Access to thisinformation is valugble to
these companies because it dlows them to focus their marketing campaigns on those customers most
likely to subscribe to new and optiond services and to avoid less creditworthy customers who may
not be considered as desirable in a more competitive market.

For these reasons, AARP strongly urges State policymakers to require telecommunications
companies to protect customers proprietary network information (CPNI) and usage, hilling, payment
and other persond information from disclosure unless the disclosure has been explicitly authorized

by the customer. State policymakers should ensure that consumers have avenues for redressiif thelr

1 See Testimony of AARP Witness William lulo Before the | ssue Forum on Privacy in Shoreline, Washington,
submitted September 11, 2000.



persond information is inappropriately disclosed or used. We dso bdlieve that State policymakers
should ensure that consumers have the right to correct the listing of their persond information if it is
false or inaccurate.

WAC 480-120-202 through 216 Customer Proprietary Networ k | nformation (CPNI)

The WUTC previoudy promulgated a set of CPNI rules. WAC 480-120-151 - 154. Thoserules are
now under review partly because of recent moves by some telephone companies to use customers
private account information for marketing purposes. While AARP supports strengthening the
Commission’s current rules, it isimportant to note that, according to the Washington State Attorney
Generd’s Office, the WUTC's CPNI rules have never been chalenged before the agency or a court
of law. Public Counsdl has testified that, “unlike our federa condtitution, the Washington state
congtitution has an expressright of privacy. What is not debatable isthe legal satus of the
commission's current CPNI rules. They arein effect and the commission should enforce them. No
party has challenged the WUTC's rules, the agency has not vacated them, and they remain in effect
today. Carriers operating in Washington must operate under * Opt-in’ or be in non-compliance with
the WUTC's CPNI rules”?

AARP grongly supports the opt-in protection of customer “Call Detail” information, as proposed by
the WUTC. However, AARP recommends that the Commission aso adopt opt-in protection for
other private account information, including marketing new versons of exigting services, marketing
telecom and telecom-related services, marketing non-telecom-related services, and disclosing
information to affiliates of the company. More specificdly, telecommunications companies should

be required to obtain a consumer’s explicit and recorded consent before sdlling or sharing any nor:
publicly available and persondly identifiable information or records to third parties, aswell as
business &ffiliates

Consumers should have the opportunity to determine whether their nontpublicly available and
personaly identifiable information should be used or disclosed for purposes other than those for
which the information was origindly provided. The principle of informed consent should govern the
disclosure or sharing of dl other sengtive, non-publicly avallable and persondly identifigble
information. The commission should not consder slence (i.e., opt-out) to be approva by the
consumer. We concur with the American Civil Liberties Union postion that * opt-out unfa rlg/ places
the burden on customers to prohibit unwanted sharing and use of their account information.”” This
issueis of mgor concern to our members. Older Americans are particularly targeted by fraudulent
telemarketers, according to 21996 AARP study on telemarketing.*

2 _See Washington Attorney General Office of Public Counsel Comments to the WUTC, filed January 31, 2002,
p. 4.
3 See American Civil Liberties Union Commentsto the WUTC, filed April 10, 2002, p. 1.

* See “Telemarketing Fraud Victimization of Older Americans: An AARP Survey,” conducted by AARP,
January, 1996.



In testimony before the Issue Forum on Privacy held September 11, 2000 in Shoreline, Washington,
AARP witness William Iulo spoke before the committee chaired by Washington Representative Jay
Indee. At that time, Mr. lulo presented the findings of another nationd AARP survey. In
December of 1998, AARP sponsored an independently conducted nationd tel ephone sample survey
of its membership regarding their views on privacy. Though the comments broadly addressed
consumer privacy, we fed they are rdlevant to this proceeding. Results induded the following:

78 percent of respondants disagreed, 56 percent disagreeing strongly, with the statement,
“Current federd and gate laws are strong enough to protect your persona privacy from
businesses that collect information about customers.”

87 percent of respondants reported that it would bother them if persond information were
sold by businesses, government agencies, or Web Sitesto other businesses.

81 percent of respondants opposed newly affiliated companies from being dlowed to
interndly share persond and financia information about customers.

Over two-fifths (42 percent) of respondants indicated that they “didn’t know” who they
would turn to for assstance if a company were ingppropriatdy sharing or sdlling ther
persond information.

Itisclear from AARP s survey that mid-life and older Americansfed vulnerable to the complex and
fundamenta changes that have occurred in this period of market transformetion.

Thus, we agree with Public Counsdl’ s interpretation of 47 USC §8222(h)(1)(A), which they believe
vests the consumer with the right of control over hisor her CPNI. According to Public Counsd,
“under federd law CPNI isthe customer's property made available to the company (andogousto a
bailment) solely for purposes of completing the cal placed with the company. Any additiona
commercid use by the company is not within the implied consent the consumer has granted to the
company for the use of CPNI. Therefore, the only effective meansfor a consumer to " approve’
of theuse of their CPNI isthrough express consent, or " opt-in" approval for the use of CPNI
(emphasis added).” ®

CONCLUSION

AARP urges the Commission to adopt the recommendations presented above to safeguard the
privacy of Washington teecommunications consumers. We aso encourage the WUTC to continue
to require carriers operaing in Washington State to obtain their customer's explicit "gpprovd" via
opt-in. CPNI isthe customer's persona information and the commission should consider it the
customer's property.

S _See Washington Attorney General Office of Public Counsel Commentsto the WUTC, filed January 31, 2002,
p. 1.



Thank you again for the opportunity to submit these comments.
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